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● Why collect data
● What is good evidence
● Prepare your DFIR plan
● Describe process for collecting
● Integrity of data
● Prepare to share 
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Caveat

◦ I am biased towards my old job!
“It's also what drives me to this presentation”

◦ It's not a promise, its lessons learned, based on my 
experience 

◦ It's up to you to report or not, im neutral in that sense.
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The Problem
The criminals have it too easy!
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The issue

◦ A lot of companies are being attacked every day
◦ It's way too easy for the criminals 
◦ Compared to physical world, there is a difference in the 

amount prosecutions 
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The Authorities - Ask before you report

7Link = https://politi.dk/anmeld-kriminalitet



Why the authorities?

◦ Give the authorities the power to investigate and 
prosecute as they are supposed to do. Else 
cybercrime will continue!

◦ We need to keep politicians accountable and 
informed! To make decisions going forward!

This will increase the chance of an investigation 
and prosecution
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Why collect data?
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Expectations
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Source: https://anklagemyndigheden.dk/da/anmeldelse-og-efterforskning

When a crime has been committed, the police begin investigating the case if there 
are clues or other information that could lead to the case being solved. Normally, 
the police start the investigation by questioning the person or persons who know or have 
seen something relevant to the case.

There may also be technical clues that the police must investigate. It can be 
fingerprints, DNA traces or recordings from video surveillance.

If the police believe that there are reasonable grounds to suspect a particular 
person, the police will charge him or her with the crime. When the investigation is 
over, the prosecutor's office decides what to do next.



Police task

The task of the police is to maintain security, peace and 
order - to monitor that the laws are observed and to 
take action against offenses by investigation and 
prosecution. The police also have administrative tasks, 
such as issuing weapon permits. In addition, the police 
also have tasks within total defense in Denmark.
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Source: https://www.forsvaret.dk/da/opgaver/nationale-opgaver/Totalforsvaret/
Source: https://www.justitsministeriet.dk/ministeriet/justitsvaesenet/politi-2/ 

https://www.forsvaret.dk/da/opgaver/nationale-opgaver/Totalforsvaret/
https://www.justitsministeriet.dk/ministeriet/justitsvaesenet/politi-2/


Evidence
What is good evidence?
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“Anonymous”

The best evidence, 
is the evidence you´ve 

got!
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This leads to forensics and what is this?

“methods of solving crimes, involving 
examining the objects or substances that 

are” involved in the crime
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Source: https://dictionary.cambridge.org/dictionary/english/forensic
Source: https://www.merriam-webster.com/dictionary/forensic
Source: https://www.collinsdictionary.com/dictionary/english/forensic
Source: https://www.crimemuseum.org/crime-library/forensic-investigation/definition-of-forensics/ 

“However, forensics is not just important in the 
courtroom; forensic evidence needs to be found 
before any scientific discussion in court can take 

place. This evidence is found by forensic 
scientists by performing certain jobs in fields 

such as chemistry, biology, psychology and even 
mathematics.”“Forensic is used to describe the work of 

scientists who examine evidence in order to help 
the police solve crimes.”

https://dictionary.cambridge.org/dictionary/english/forensic
https://www.merriam-webster.com/dictionary/forensic
https://www.collinsdictionary.com/dictionary/english/forensic
https://www.crimemuseum.org/crime-library/forensic-investigation/definition-of-forensics/


What is a good piece of evidence?

◦ Data from more sources that point in the same direction 
(Triangulation)

◦ Data must prove the point
(authenticity )

◦ Data that comes out of your observations 
(artefacts from systems, malware analysis … Your observables!)

◦ Data that show what happened and prove the point 
(A Well description of what happened and where its recorded)

◦ Data have to be admissible 
(Collected using legal methods)
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Inspiration: https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8387.pdf
And : https://www.nist.gov/forensic-science/interdisciplinary-topics/evidence-management

https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8387.pdf


Think like the Police
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Source: 
https://www.saxo.com/dk/om-at-opdage_karl-ask-adam-diderichsen-ivar-a-fahsing-camilla-hald-vincent-f-hendricks-bjarke-viskum-kira_pdf_9
788759322277

Investigation star
◦ What
◦ Where
◦ How
◦ Who
◦ When
◦ Why



Prepare
Your DFIR plan and readyness
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Prepare, collect, conquer

◦ Prepare for collecting the data 
◦ Describe your process
◦ Make it a part of your DFIR plan 
◦ Spending a little extra, goes a long way 
◦ Assign a person to be responsible
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Test your tools, know your capability

◦ Knowing tools and their usage and know its 
limitations

◦ Make a process for data collection across the 
business

◦ Do you have the necessary setup for analysis?
(Hardware, network, software etc.)
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Examples of escalation/collection
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Examples of escalation/collection
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Prepare
your tools and know your capabilities
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Special tools

◦ Writeblock capability
◦ Data collection to one place! 

(and of course backup the data)

◦ Forensic software
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Collect
Process for good collection
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Plan your process

◦ Delegate data responsibility 
to assigned personel

◦ Have addendum for DFIR 
plan/checklist

▫ Where data was collected
▫ Who provided the data
▫ Time and date 
▫ With / without writeblocker

25



Forensic capability

◦ Writeblock capability 
(HW or SW) 

◦ Know your environment of hardware 
(IDE, SATA, M.2, PCI-E, USB, SD etc.)

◦ If needed describe your “chain of custody” 
(Have a safe physical storage or monitored room)
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Forensic data collection 

◦ Know your environment for datasources
▫ Cloud, NAS, server, endpoint,  network etc.
▫ Website 

(in case of copyright)

◦ Have tools at your aid 
(Forensic tools like Magnet Cyber, FTK, Autopsy, cybertriage etc)

◦ Fx Memory Dump capability 
(Magnet ramdump, dumpit, FTK, Ram Capture etc. )

◦ Identify your data, your artefact smoking gun
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Decide your capability
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Traditional forensics collection

● writeblock capability
● forensic sound collected 

data from hardware
● insider threats / malicious 

actors
● copyright infringements
● Chain of custody
● Witness colleagues 

(leader, HR etc.) 

Data Collection as a bundle

● logs
● pictures 

(screenshots, mobile cell 
pictures)

● print to PDF
● save websites
● (“Save as” or “WGET”)
● Memory dump
● documents
● pictures (photos)
● collected remote 

(using remote agent)
● antimalware data
● OSINT links
● artefacts etc.

All described as a process

Pre-investigation

● Remote collection via agent
● Live collection of dynamic 

data (websites, drives, etc.)
● surrounding sources
● Indicators of compromise - 

IOC
● External sources 

(Virustotal, Joe sandbox, ect.)



Decide your capability
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Source: https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8387.pdf 
And: https://www.nist.gov/forensic-science/interdisciplinary-topics/evidence-management 

https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8387.pdf
https://www.nist.gov/forensic-science/interdisciplinary-topics/evidence-management


Remote collect
It's not easy from afar
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Example - Velociraptor
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Integrity
Freeze time
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Integrity is your file DNA

◦ Use good HASH like SHA256 to avoid hash 
collision

◦ Timestamps from the “snapshot”
◦ Describe the prerequisites of the collection
◦ Containerize the data, and turn on writeblock
◦ Make it easy to understand the data and 

describe it
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Example of secure integrity
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Prepare
To share 
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Do we need to share?

◦ Reporting to authorities (datatilsynet or police)
◦ Do we have cloud sharing capability 

▫ Encryption
▫ End share date
▫ Password for data
▫ One time download (fx boxcryptor) 

◦ Remember it's your vulnerable moments 
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Learn 
From your data
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Internal awareness

◦ Can we use the material for training new personal?
◦ Can we use the data to create awareness for 

C-level and users in the business? 
◦ We got a “free pentest” use it to your advantage ;)
◦ Adjust your readiness
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Expectations
To the authorities -  an allignment
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Example of expectation - gandcrab ransomware (approx 3 
years)

Europol facilitated the information exchange, supported the 

coordination of operation GoldDust and provided 

operational analytical support, as well as cryptocurrency, 

malware and forensic analysis. During the action days, 

Europol deployed experts to each location and activated a 

Virtual Command Post to coordinate the activities on the 

ground. The international cooperation enabled Europol to 

streamline victim mitigation efforts with other EU countries. 

These activities prevented private companies from falling 

victim to Sodinokibi/REvil ransomware.
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Source: https://www.europol.europa.eu/media-press/newsroom/news/five-affiliates-to-sodinokibi/revil-unplugged



Example of expectation - Antwerp attack (about 2 years)
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Source: https://www.tradewindsnews.com/weekly/how-hackers-attacked-the-port-of-antwerp/1-1-342065 (paywall)
Source : https://www.bbc.com/news/world-europe-24539417

https://www.tradewindsnews.com/weekly/how-hackers-attacked-the-port-of-antwerp/1-1-342065


Example of expectation - Silk road missing BTC (about 10 
years)
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Source: 
https://www.bleepingcomputer.com/news/security/us-unmasks-hacker-who-stole-50-000-bitcoins-from-silk-road/?utm_sour
ce=pocket_saves



Example of expectation - sexual child exploitation case (over 2 
years) 
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Source: https://domsdatabasen.dk/webapi/api/Case/document/download/content/1126



Example of expectation - Extorsion  (over 3 years) 
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Source: 
https://vidensbasen.anklagemyndigheden.dk/h/6dfa19d8-18cc-47d6-b4c4-3bd07bc15ec0/VB/85a1e29e-7b81-4a5d-b0aa-03730
50353c0?showExact=true



Summarize
A few notes at the end
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Summarize - environment

1. Know you environment of log / data sources
2. Know the capability of the above
3. Know your analysis capability 
4. Know your plan and tools for the job
5. Know your process for collecting
6. Know your actions (reporting to authorities, 

vendors, peers etc )
7. Test all of the above
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Summarize -  process

◦ Describe the task and tool
◦ Describe the timeframe
◦ Describe what you did

▫ Maybe record what your did 
(screenshot / screencast)

The ultimate test to this, is court. All cases are 
different. Do your best and succeed!
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The Master Goal

Better evidence, for a chance of 
investigation and bringing the 
perpetrators to justice!
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Questions

49Download presentation here : https://www.defencia.dk/infosec-og-diverse/bsides-2022



Thanks!
Happy huntin´

50


