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1. Velkommen til Defencia

Her kommer viden fra undervisningen i klassen

1.1 DFIR intro

* k%

1.1.1 Handle the attack and initiate DFIR

What do you do in case your company was exposed
to a cyberattack? On this website, you will find inspira-
tion, to handle and report the incident.

1.1.2 Lydfil

You can download the following as an audio file in
8:37 minutes

emergency handeling final (MP3, 7.90 MB) (Danish)

1.1.3 Whatisit?

Here | will come up with my suggestions on how to
prepare for an event.

(UPDATE - 29-01-2022 siden er lavet i punktform, det
er gnsket at uddybe senere)
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https://www.defencia.dk/media/files/angrebshandetering-hjemmeside-final.mp3

1.1.4 Where to start

Do you have no security in place at all. Then call a fri-
end! | actually mean that 100% seriously. You pro-
bably would not start an expedition to Mt. At the top
from day 1 without preparation, which you probably
would not do without a few good pieces of advice.

Find out what you are most dependent on in your bu-
siness. For example, it could be your website, without
it there is no sale No matter what you have going on,
make sure you get on with it. The [CIS controls]
(https://www.cisecurity.org/) are a good place to start.

What you can learn here is how to do a risk asses-
sment (based on CIS-RAM) and look at what controls
they recommend. From there, you can start planning
your protection.

My recommendation is that you look in the direction
of the [CREST procurement guide] (https://www.crest-
approved.org/wp-content/uploads/CSIR-Procure-
ment-Guide-1.pdf) to deal with cyber attacks. This is
because you need to have a very basic plan for what
you want to do, whether your plans are in place or
not. This is equivalent to investing in a fire blanket
and a fire extinguisher, even if you have not set up
escape plans and alarms.
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1.1.5 What do you need to have ready (physically
and practically)?

1. Overall IT Security Plan + What Users May and May
Not (Acceptable Use Policy)

2. Event management for crashes and safety inci-
dents. Define when it is an event and a security
event?

3. Documents that contain telephone numbers and
escalation schedule for incidents, so as to minimize
doubts

4, Establishment of "War room" and who is on which
items. War room is the meeting room where those
who handle the situation are stationed. Here is an
updated list outside the room recommendable, so
there is no doubt about who to contact)

5. The data protection officer must be involved and
informed in the event of personal data loss and
keep in touch with [the Danish Data Protection
Agency]
(https://www.datatilsynet.dk/sikkerhedsbrud/anmeld-
sikkerhedsbrud)

6. A room where all data including the information is
collected (where only authorized personnel who
have access, in case of insider threat)

In addition, a task distribution, so that there is so-
meone who facilitates the practical. Food, drink and
other necessities are often something you overlook
and mean a lot to those who work hard. It may be ne-
cessary to have some that can run after missing items
like Hard Drives, USB drives or the like if one is miss-
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ing. Then technicians or managers should not let go
of what they are working on and thereby waste valu-
able time.

1.1.6 Preparation of digital technologies

1. Computer hardware such as laptop, USB storage,
Hard drives.

2. Software such as virtualization, screenshots,
software for securing online data (OSINT tools).
mm.

3. Jumpbag (See below)

4. Analysis lab for Malware, logs and network traffic
etc.

1.1.7 Writeblock capabilities

In order to be able to secure correctly, it is important
to be able to be write-protected correctly. So that you
do not write data to the disk you are securing. This
contaminates the evidence. Write protection can be
achieved in several ways. Below are a few examples
of how to achieve write protection for your task.

1.1.8 Software

Software write protection, it can see via a live boot
image, such as caine or paladin. It is intended that the
system is installed on a USB and thereby you can
boot your PC from this USB and achieve write pro-
tection. It costs nothing to download and use.

1. Velkommen til Defencia 16



Software write protection can also be achieved by
software you install on your PC. An example of this is
Safe block (Link here). Which, however, costs some
money. It allows you to write-protect all the devices
you connect to the system. Which means you have
sata and USB in one function. It gets a little cheaper in
purchasing, compared to hardware equipment.

The website digitalforensics.com has made a good list
of equipment. [Read more here]
(https://www.digitalforensics.com/blog/software-
write-blockers-overview/)

1.1.9 Hardware

Hardware write protection is an electronic device that
is inserted between the hard disk and the computer
and thereby achieves write protection.

It is often a device that works via the USB port. It is
quite simple to use and there is no speed reduction if
you use USB 3.x

They can be used for all operating systems and
secure via FTK (win 10) and DD (Linux / Mac). It is a
one-time investment you have to make.

Below are 2 examples of write protection from
Weibetech.
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https://www.digitalforensics.com/blog/software-write-blockers-overview/

Weibetech has a function such as reading out the se-
rial number and product name. Weibetech FUD 5.5
costs around 3,000 to 4,000 Danish kroner
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The top of the pop here at the time of writing is Tab-
leau from guidance software. It has made a line up of
different solutions where adapter boxes can be con-
nected with their own cable. The price is here on the
friendly side of 8,000 Danish kroner. There are prices
for every taste. It can be a good investment if one ne-
eds data secure media like hard drives. If you can
make a combination of hardware and software so
that you can perform different tasks, then you are
better off.

Remember This is what suits YOUR task to be purcha-
sed for, you are building YOUR toolbox

1.1.10 Files for your inspiration to the
prepreation

dfir 2022 (PDF, 98.66 KB)

trussel og haendelser (PDF, 111.46 KB)

dfir severity chart (DOCX, 11.17 KB)

dfir severity chart (PDF, 37.38 KB)

dfir escalation chart ark1 (PDF, 52.66 KB)

1.2 Important questions
Questions for incidents.
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https://www.defencia.dk/media/files/dfir-escalation-chart-ark1.pdf

1.2.1 1.1 Important questions to ask during an
attack.

It can provide important insights into how we can get
out of trouble.

What have happened, what do we have of indicators?

1.2.2 1.1.1 What have the artefacts been used to
/ for?

- Have the files been run?

- How did they get in?

- With what input?

- With what output?

- Created as a service?

- Are they set to autorun? (Is autorun enabled or
disabled?)

- Are the artifacts removed subsequently or are they
freely available?

- Do we know what files do? (test on sandbox)

1.2.3 1.1.2 Who have used the files?

- |ocal user, domain user, remote user?

- What are your Rights?

- Are there any domain admins at all?

- Who have run the files?

- Which user level did the files run on (admin, nor-
mal user?)
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1.2.4 1.1.3 Where were the artefacts found?

- Shell bag, MRU, Event Logs, Services, MFT, NTFS?

- Memory?

-> Data Streams?

- Where they payload from other connected IPs /
URLs

-> Path to File / Registry DB

1.2.5 1.1.4 When are artefacts from?

- What data layers are timestamps downloaded?

- Where are the remaining timestamps?

- Do we Trust the time stamps or are they obfusca-
ted by malware.

1.2.6 1.1.5 What files have we selected and on
what basis?

- How we have classified files as interesting?
- What is the filtration method is used?

- Which search criteria?

- What analysis methods?

1.3 Prepare
Content
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1.3.1 Course and peripherals

My overall thought is that everyone should be able to
get started with forensic and attack management wit-
hout it having to cost the entire budget. At the very
least, one must be able to make a Proof Of Concept
(POC). Below is my bid on what to use.

Below are the needs / requirements that are set to be
able to get started properly with Security Incident Re-
spons, Malware analysis and Forensics. You can easily
get to know software with small discontinued compu-
ters, and from there work your way up. If one needs
to scale up or expand. There is a lot of software that
is smart in licenses, so it might be very smart to just
see what your needs are before you

If you need to work with this field professionally, it is
recommended that you have access to some
hardware that can do something and not just a di-
scontinued PC. There may also be some licensed
software.

Hardware requirements In order to be able to partici-
pate in the course, it can be my recommendation
work on the topic is done on a stand alone machine.
We work with malware that can infect the system,
even if you take precautions.

The computer you use must be able to run virtualiza-
tion software, which places demands on what
hardware you have with you. However, most compu-
ters can run virtualization software.
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1.3.1.1 Minimum PC requirements

I5 processor or equivalent 16 gb ram 250 gb or more
hard drive and an SSD Some USB sticks (We are going
to use forensics software, which requires a fast hard
drive.) If you can find a computer with the above spe-
cifications, or above, things will run better and more
"painlessly".

We aim in the teaching to be able to run 2 virtual sy-
stems, in addition to the installed operating system. If
you do not do this, there will be a minor functionality
that is lost. The example of what it looks like is shown
on the board. There will also be instructions in setting
up this, so that the student can continue working on,
for example, a desktop computer elsewhere.

1.3.1.2 Peripheral accessories

You must have a USB stick of at least 16 gb and prefe-
rably a few. It is best if you have USB 3.0, as other
smaller versions can present challenges from time to
time.

This is for data collection and we need a bootable
USB stick with Caine Linux or Paladin Linux (requires
registration and possible donation)

The software we will use on the course will be open
source and available for free.

Then some of my examples will use VMware, as there
are some things that are a little better to use here. For
example, the network setup.
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Before the course day, you can easily prepare to
download some software.

1.3.1.3 Forensics Software:

- FTK_Imager (free and requires registration) =
https://accessdata.com/products-services/forensic-
toolkit-ftk/ftkimager

- Autopsy (free) = https://www.autopsy.com/

- Caine linux (free) = https://www.caine-live.net/

-> Rufus (free) = https://rufus.ie/

- Dumpit (free) =
https://github.com/thimbleweed/All-In-
USB/tree/master/utilities/Dumplt

- Magnet axiom ram capture (free and requires regi-
stration) =
https://www.magnetforensics.com/resources/magnet-
ram-capture/

- Virtualization Software

- Virtualbox (free) = https://www.virtualbox.org/

1.3.1.4 Images for virtual machines

Windows 7 and 10 (free / 90 day trial license for
VMware and Virtualbox) =
https://developer.microsoft.com/en-us/microsoft-
edge/tools/vms/

Remnux Linux (free) = https://remnux.org/
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1.3.1.5 Log analysis

Splunk (free and requires registration) =
https://www.splunk.com/

Netmon freemium (free and requires registration) =
https://logrhythm.com/products/logrhythm-netmon-
freemium/

Backup Image software (No requirement, nice to
have) If something should go wrong, it is a good idea
to have ongoing backups of your data. It will make a
re-establishment easier

There are more options. | use terabytes for windows
which cost a bit but are worth it all. Link =
https://www.terabyteunlimited.com/image-for-
windows.htm

1.3.1.6 Registrations

It is a good idea to have an alternative email to regi-
ster software with. So you do not use your work
email.

We will use software that requires registration, such
as Splunk, FTK imager, VMware and Paladin

1.3.1.7 Network

At the school, a wireless network is set up which the
students can use to go on when malware is used.

The network | bring with me is 2 options below (It is
absolutely not a requirement as | set up equipment
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for the purpose)

https://www.gl-inet.com/products/gl-ar150/

https://www.gl-inet.com/products/gl-ar750s/ (For in-
formation, both routers can be purchased at
amazon.co.uk if you so desire.)

Both routers can connect to an existing network and
from there make an encapsulation of the network we
are working on. We connect to a VPN outside the
school network. In this way, we minimize the risk of
infecting our own network.

Should the above give rise to questions, you are
welcome to contact the e-mail below

You can download a PDF here with what it requires.

1.3.2 emergency management
Under construction

You will gain more knowledge in how to handle bad
situatiuons

1.3.2.1 Know your capabilities

One of the absolus most important aspects of getting
started, is to know you capabilities. You have align
expectations with management. Its important to
know if there are capabilities that needs to be hand-
led elsewhere, like fx forensics or malware reverse
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engineering. These 2 examples requires special know-
ledge, and is somewhat expensive to maintain in a
corporation. Therefore many might choose to hire in
the specialists for these purposes.

You might want to start with creating a good descrip-
tion of the capabilities, there will be carreid out in the
event of a incident. Even you might not have the
above capabilities, but in most cases you might have
the ability to create a triage. Triage is the introductory
investegations, that is where you analyze for a set
amount of time, ex 2-4 hours before passing on the
assignment to 3'rd party. There is still alot of answers
you are able to find, in this task.

1.3.2.2 Prepare for the worst

- What is the worst that can happen to your
business

- Which systems have log data? (cloud services, net-
work equipment, computers, websites, etc.)

-> How can you collect such data? (If you report to the
Police, they will ask for data that can "recreate" the
scenario)

- How can you recover data? Do you have plans in
place for backup? and do the plans and the backup
work?

- What tools do you want in place? and where is it
gathered?

These are just some of the questions you need to ask
yourself. There are many scenarios that can happen
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in a business. The most important thing is that you
identify what is important to you so that you can risk
assess your systems and protect them according to
best practices.

1.3.2.3 Create an overview

-> Define who does what in case something goes
wrong. Is there a war room and a board with who
is on the task?

- Who is responsible for the incident and who com-
municates what is happening?

- Distribute the responsibility to those who have to
collect data and if it is a large company, share a
data manager. So data is stored and described cor-
rectly and with time stamps.

- What data is compromised?

“ Should authorities or the Police be contacted? & In
that case, get them on board early in the process.
There may be some good advice to pick up. Here
you can ask for an IT outpost from NC3 (They are
located in all police districts in Denmark))

1.3.2.4 Collection of data

If you want to report the incident to the police? so you
should be aware that they will probably ask what data
you have that includes the incident? and how they can
be shared with the authorities. Here it is important
that you have a copy of the data seen in the state-
ment, and describe them so that those who have to
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look at the case know what they are looking at. Keep
in mind that there are many different data sources, so
describing what you can see in data is really im-
portant for those who need to analyze data.

1.3.2.5 Stop the attack

1.3.2.6 Analyze, Learn and use it

1.3.3 Jump-bag

In order to keep track of the pieces, it is a good idea
to plan your pieces so that they can be used when ne-
eded. This reduces the time spent getting started.
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1.3.3.1 The purpose

Mentioned before, then it is a good idea to assemble
the pieces. Thereby, everything you need is only 1
place. The things in the bag are important compo-
nents and must remain in the bag in peacetime, ot-
herwise it loses its value right there when you need to
use it. It also gathers all its documentation including
contingency plans, contact information for vital part-
ners, incident handling and management. It is im-
portant that it is written out, in case of crashes, atta-
cks, or anything else that is to blame for things not
working.

1.3.3.2 Content

The content is first and foremost what you need and
there is no fact list here. | have written down somet-
hing that | want in my bag.

-> Pen and paper - probably the most overlooked and
yet the most important. To be able to make notes
and write times and who you talked to. | even use
my SIR_checklist to make sure | have it all with me.

-> Printed documentation of contingency plans, con-
tact information for vital partners, Incident hand-
ling and management.

-> Hard drives - preferably different sizes and with
space if you need to make a data security.

- USB - USB keys can be a good thing if you need to
have copies of data or pass on data. It's a cheap
way to share data-bearing media.
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-> Tool set - a good tool set is indispensable so that
equipment can be disassembled when needed.
Some sets come with lids that can be used as a
screw collector. (Tip - a small magnet can come in
handy if there are few screws. IFixit sets have a lid
that can be used for the purpose.

Antistatic bracelet is also a good detail.

A multitool, can come in handy in many respects.

Headlamp - good working light is not out of the

way.

- Write protection - USB with Caine Linux, Hardware
or software write protection.

- Computer - preferably one with Linux, so it's easier
to deal with malware. If necessary, have a compu-
ter with the company image so that you can test
the latest virus definitions with the purchased Anti-
virus suite. Remember power supply!

- Water, something to eat about eg muslibar or si-
milar. That with water and musli bar is not some
crazy thing if you are going for several hours. (Be-
fore establishing "who does what" and managing
the logistics for food, shift schedules and calls, etc.)

-> Personal belongings like deodorant, toothbrush (It
is not my invention, would have liked to have had it
during some of the incidents | have participated in)

-> Cables - Network cables, USB cables (USB A to
mico-usb, USB C, etc.), USB to SATA, Adapter devi-
ces for SSD NVME / M.2 hard drives (Remember
that there are several types)

-> Card reader for several formats.

-> Possibly a small network router and a switch. So a
small separate network can be used. (gl inet rout-

il
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ers are perfect for this purpose as they have VPN
capacity as both server and client and thereby en-
capsulate the network)

-> Camera is often overlooked. If you need to docu-
ment something, then a picture can be really good
to have as documentation. The camera can be
standalone or from the phone. The latter is pro-
bably more valuable, as you often have control of
the power in the phone than on a camera lying in a
bag

1.3.3.3 Things that may be worth considering

- Powerbank

- SD card as extra.

- Headphones from shielding you from noise in
large room office

-> USB drive with write protection option (such as
kangaroo or netac). Can be used for several tasks.

1.3.3.4 Write protection

Write protection - write protection is the technology
that ensures that no data is changed when securing
equipment. This is probably the most vital of all
equipment. Since it must be able to secure data in the
right way.

1.3.3.5 Hardware write protection

This is a device that is put between data-bearing me-
dia and your computer. Often requires adapters and
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many hardware write protectors can not be used for
USB, so a software solution is cheaper.

1.3.3.6 Software write protection

Work the same way. Here you boot up on a USB me-
dium and run a live image and or install software on
your workstation. Then you can connect the devices
you need.

The hardware components are more expensive, they
cost from approx. 3,500.- D.kr. And up after.

The software costs from approx. 2,000.- D.kr. and up
after, from proprietary solutions. Caine Linux does
not cost anything and is quite good software for the
purpose and gets the job done.

1.3.3.7 Computer

Having one or more computers is always a good idea.
A computer with the company's Image and settings,
as a kind of test. So if you need to test the defenses
on a standard machine, then you have one at hand.

1.3.3.8 TIP:

It might be a good idea to ally with a supporter, for re-
installation of the above PC. In case of any accident /
error.

Having a computer with Linux and maybe Kali Linux is
a good idea. If you need a relatively secure environ-
ment to work with malware files. In this context, a Lin-
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ux PC is perhaps a little more "immune" on a win-
dows network. (Remember nothing is 100%)

1.3.3.9 Service wheel / maintenance

The above is not worth much if it is not updated or re-
viewed once in a while. It is really important that
there is control over the bag and the documents that
are in it. If it is not maintained and updated, then it is
something that is going to take time. It is often time
you do not have, or want to spend.

Previously where | worked, | sealed the bag with strips
so | could see that no arrow fingers had been in the
bag.

Make a list of the effects you want in your bag so it's
easier to work with.

1.3.3.10 Assistive technology

As part of a contingency plan, it can be smart to have
some tools that are deployable in case of attack. As ex
velociraptor

A DFIR server for eg velociraptor from [velocidex]
(https://github.com/Velocidex/velociraptor) (This is a
thought to be tested. It might make sense to have a
server where files could be downloaded from or uplo-
aded via FTP / SFTP) so that there is collection on all
artifacts in one place and in a closed environment.
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1.3.4 Software

Here is a overview of the software that we take a clo-
ser look at. There may be replacements along the way
so this may change at short notice.

1.3.4.1 Autopsy

Autopsy is for many better known as sleuthkit, which
came to Linux many years ago. It is today developed
for Windows as well, and work on several operating
systems.

We use it in Windows, where it is a really good piece
of developed software. Can do a lot of things and is
fast. We look at what we can get out of Autopsy and
how we use ingest modules, which are the functions
you can use in the software.

License = Free open Source.

1.3.4.2 Autopsy Plugins

Here are a collection of the plugins that you can in-
stall on Autopsy. This wil give the tool extra leverage
towards yor investegations.

Lunk to the Pluginsite on github

1.3.4.3 Vmware / Virtualbox

This is the virtualization software | / we use in class.
For teaching, | use VMware as it has become my favo-
rite software. That's why | thought it was a little more
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rounded and more delicious to use. The compatibility
works a little more smoothly here for me.

Virtualbox is quite nice and good software. It's free
and easy to get started with if you need to virtualize
your computers.

License VMware costs = $ 200 and a 50% discount is
given on upgrading the version (at the time of writing)
License = Virtualbox is free

1.3.4.4 Emeditor

Emeditor is a text editor that is unknown to most pe-
ople | meet. It is a simple editor in many respects,
which supports a lot of different code languages,
searches and regex etc.

The reason | invested in this editor is that it can open
text files up to 250 GB in size. It is an advantage once
in a while if you are sitting in a Windows environment
and have to look down in large files. You can also use
powershell for this with high probability, but here |
have the opportunity to look down in the files with an
app and it is convenient.

License = $ 259 for a lifetime license or $ 40 annually
in license.

A note: i use this on a personal license. | think the pro-
gram is worth every penny. The software are updated
on a regular basis. | am not sponsored to write this.
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1.3.4.5 Splunk / SOF-ELK

SIEM (System Incident and Event Monitor) is monitor-
ing, indexing of logs and events in the company. It is
used in class to analyze logs and other log data.

Splunk is quick to install on a windows machine and
get started analyzing logs. Since the software is pre-
defined in what logs it can index. Splunk is free up to
500 MB per. day. Then it costs money. Do not know
the prices at the time of writing, but rumors will say
that it is not cheap software. For our needs, however,
it costs nothing.

License = Unknown

SOF-ELK is made by Phil Hagen from SANS and is avai-
lable to download for free. It has been developed
over time and has many great features built into it.
Can lots of functionality, but at the same time requi-
res that you know Elastic Searc, Kibana and Logstash
to customize logs. A little more convoluted. However,
it must be said that common log formats are recog-
nized and indexed.

License = Free

1.3.4.6 Linux

Linux does not require the big intro. If | have a laptop
with Linux, or a virtual machine with Linux, then in
many respects | have a multitool right there. Linux
can do a lot with few funds and is free... .. Nuff said!
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License = free

1.3.4.7 Simplemind pro

A simple tool for making mind maps, and clarifying
thoughts and concepts. Can be used as a summary of
topics. It is not a DFIR tool, but do not underestimate
a mind map.

Proversion has slightly more options in terms of
exports and designs

License = $ 28 for single license, lifetime license for
Windows (Read more here)

1.3.4.8 Screenpresso

Underrated tool in many ways. The ability to record
images, video and audio is often overlooked. It is an
invaluable tool for the work when documenting what
one is doing.

License = at the time of writing free, or $ 45 for a
single license, one-time investment. (Read more here)

1.3.4.9 Windows

Windows does not require introduction either. It is an
operating system like so many others. A standalone
license can be purchased as an OEM

| get a trial license which works 90 days, which is fine
for my purpose and has full functionality, like Win-
dows 7, 8, 10. (The Edge program is here)
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License = Volume license or OEM, which is set at 699.-
Danish kroner.

1.3.4.10 FTK imager

We will use FTK imager, which is free. But is licensed
to Access Data. We use the software to secure data
with, for AD1, DD, EO1 etc.

FTK can assist you in the aquisition of data from me-
dia such at SD cards, Harddrives and other hardware
(Plrase be adviced that media such as USB might
require a seperate writeblocker, like those for SATA
drives).

1.3.4.11 DD/ DC3 DD / DCFL DD

The little tool for linux that can be used to secure data
with. Is quite efficient and easy to use. It does exactly
what you ask. There are several versions of the same
program, which are customized with some extra fea-
tures like HASHing and progress bar, etc.

DF -1s (Show mounted disks)

dd if=/dev/urandom of=/dev/null status=progress (defines DD
is used, IF = indput file og OF= Output File )

1.3.4.12 Note programs

A good system for storing notes is important. You can
not remember everything, so it is important to have a
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place where your notes are available. There are many
different programs for it. Some free others cost mo-
ney. | can recommend Standard Notes, which is a
note program that works really well for me. It's not
perfect, but has the features I'm looking for, namely
security, easy to use, synchronized across platforms
and just work. Then the program uses strong encryp-
tion (See their article)

License = free or purchase extra features for approx.
$ 99 for a 5 year plan.

1.3.4.13 HASHtool for filhash

One of the most important things in the subject is to
be able to demonstrate file integrity. So therefore it is
also good to have a program that can calculate HASH
values next to files and text. Linux and Mac have it bu-
ilt-in as features in the Terminal (such as md5sum
filename.txt)

For windows, there are HASHtools which are located
in the path finder, so you can calculate the hash value
simply by right-clicking.

We have seen Dirhash for recursivly calculate the
HASH values

Link to the software DirHash

Below is an example
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Calculate
DirHash.exe C:\Users\testuser\Downloads\test -

sumRelativePath -sum sha256 -progress -t test

Verify
DirHash.exe C:\Users\testuser\Downloads\test SHA256 -
verify test

1.3.4.14 Wireshark

Wireshark is without a doubt one of the programs
that comes in handy. It's easy to make a .PCAP file
and then analyze it. The analysis part can wireshark
too, albeit a bit cumbersome, since requires you know
a lot of filters. There are also programs that can help
with this, such as network mines, netmon freemium,
tshark (Part of wireshark). There are probably many
other great tools out there.

The most important thing is that we can make a net-
work recording for our machines and exercises and
then try to analyze it afterwards.

1.3.4.15 Cyberchef

One of the newer shots at the tribe is Cyberchef (Git-
hub). It is a program developed by GCHQ in England.
It is a small tool that can edit, search convert and eve-
rything else. It is for small amounts of data and large
amounts of data. It is a small app that works offline in
a browser.
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It is definitely worth taking a look at.

License = free

1.3.4.16 Python framework

Python is a code language that you should have in-
stalled if you are working with the above. As there are
many small tools or you can develop them yourself

License = free

1.3.4.17 KAPE

KAPE is one of the tools that has been developed to
know a lot. It can generally collect and analyze data,
based on the modules you use pre-installed or even
installed.

The tool is used for collecting data in a triage, and
then parse the content afterwards. Like MFT, Prefetch
files, logs and more. Takes the bulk out of the datacol-
lection and can be extended with your own scripts.

License = free for private and costs a license for com-
mercial use.

1.3.4.18 Flare VM

Flare VM is the collection of tools we use for our
malware analysis. The system is based on Windows.

In class | do an intro and there is a video showing the
installation (Requires login to the guide on the page)
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License = free

1.3.4.19 Remnux

Remnux is the Linux based malware analysis platform
which is also used in class.

License = free

Note to analyze Pcaps

tshark -q -r trickster.pcap -T fields -e dns.qry.name

The list is unsorted

> dns.txt
saves the file in dns.txt

cat dns.txt | sort

Filters what is the domains

cat dns.txt | sort | uniq

Sorts uniques

1.3.4.20 Nmap

Should probably also be mentioned here. It is an in-
dispensable tool in the event of incidents. If malicious
actors have put equipment on your network. Then be-
ing able to scan your network for devices can be an
important step. Of course, this requires that you
know your units (assets) in advance and have a list of
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them. (as recommended in the CIS controls and
1S027001)

Nmap is also available for Windows and can be instal-
led via the terminal on unix based systems. (ex sudo
apt-get install nmap)

License = free / Open source

1.3.4.21 Velociraptor

One of the tools that | play around with a bit is the ve-
lociraptor. It is a small agent that can be installed on
all devices during a security attack.

The agent can be accessed securely via a console, on
the server you define. From there, you can query
down on the individual machines or to the entire net-
work. You can scan for artifacts and ex Yara rules. The
client is an inherited species of GRR developed by
Google and Michael Cohen (who created Velociraptor)

The application is quite smartly made. You have an
installation file and from there the program creates a
server yaml and a client yaml file. Which can be sent
to clients with client yaml. Then the installation file
will act as a client or server. Server yaml should only
be located 1 place.

The clients have via the yaml file, a secure connection
via SSH access to secure communication between cli-
ent and server. Which means that in theory you can
install the application on a VPS (Virtual Private Server)
and query your clients over the Internet.

1. Velkommen til Defencia 45



The purpose is to create transparency in its perhaps
compromised network.

Read more here on medium

License = Free and Open source

1.3.4.22 Volatility

Volatility Analysis of memory is also one of the areas
we are going to look at. Since the memory in a system
can contain information about malware etc.

We'll look at what the difference is between version 2
and 3.

Volatility fingers with the Velociraptor and KAPE
programs

License = free and open source.
Note to volatiltiy Only for analyzing the file

Reference volatility
https://github.com/volatilityfoundation/volatility/wiki/
Command-Reference (Info om profiler vol.exe --info |
more)

Make a dumpfile from dumpit, FTK, magnet ramdump
Remember the output is the same as the amount of
RAM.

Volatility 2.6 examples Image info volatility-
2.X.standalone.exe pslist -f Filnavn.dmp imageinfo
Processliste volatility-2.X.standalone.exe pslist -f
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Filnavn.dmp(eller raw, mem, wmem) --
profile=Win10x64 volatility-2.5.standalone.exe pslist -f
Filnavn.mem --profile=Win10x64 dumps/ (Netscan)
volatility-2.5.standalone.exe netscan -f Filnavn.mem --
profile=Win10x64

Volatility3 example

vol.py -f  "IN\TEMP\DESKTOP-1090PRO-20200708-
114621.dmp" windows.psscan.PsScan (Shows the
proceses running)

For more see this cheatsheet or press vol.py -h for
help

volatility 3 cheatsheet (PDF, 161.55 KB)

1.4 Detect

The detection in this section, is not you EDR, Anti-
malware solutions, IDS, IPS or similar. This is dedica-
ted the tools to identify the unknown.

1.4.1 Loki

Loki is a tool for detecting Yara and HASH values, that
you have discovered in handling an incident.

Link to the tool
1.4.1.1 What the tool can do

Quite simple, you can run the tool on a cmd and scan
the files or folders, with the known hashes and yara
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rules that you can create or pull from the repository.

1.5 The phases

1Faserne

The phases are the periods you as a company have to
go through to handle an attack. Here you get the out-
line of the phases based on my own experience (and
the textbook's). You can access a more detailed area
if you are in the class

1.5.1 Preparation

Peace time where you prepare all the activities and
tools (both software and hardware) before something
goes wrong. here you will also have control of all the
documents to be used during an attack. These are the
plans, processes and procedure that come out of an
Incident.

Here we talk about the link to governance, IT security
policy, IT contingency plan, IT crash plans and IT at-
tack management
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1.5.2 Identification and analysis phase
(Identification)

This phase is when something goes wrong. It escala-
tes to the type of incident, whether it is safety related
or common crashes.

When the plan is activated, it is based on an asses-
sment that it is security related.

It must start with data collection and identification of
what has happened and how it has come in. The be-
havior of the malicious files must be analyzed. What
they do of new malicious actions and what domains
IP addresses they contact.

1.5.3 Lockdown (Containment)

When we have become wiser about how we are af-
fected and what has happened. Then we can start
looking at how we utilize our knowledge to block the
attack. Of course, this requires that we have some
tools / technologies to assist us with the shutdown.

A few examples.

If we know domains and IP addresses, they can be
blocked in eg DNS, Firewall, Proxy etc. If we know files
that are created, then they can be blocked in the anti-
malware solution on end points, servers, IPS etc. If we
know the HASH of the files, then they can be detected
by a scan. If we know the characteristics, then we can
create YARA rules, which give an alarm when we see
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patterns. (alarm only) If we know the spread, we can,
for example, close shared drives

These are some of the examples of detection and blo-
cking. It can vary from incident to incident.

If you find out that something was missing to analyze,
or new data has been added. This does not prevent
you from going back and doing a new analysis of the
malware or artifact.

1.5.4 Recovery (Rollback / Restore)

Once we have stopped the attack, it is important for
us to be able to find out when "day zero" was. That is,
the separate date where we can identify when the in-
cident took place and we can recreate from before
this date / time

1.5.5 Monitor phase

If you have an attack that has been more extensive,
you can implement a monitor phase.

It can be a few days up to weeks and months where
you intensify your monitoring. If something happens,
you can press the "big red button" and lock your en-
vironment down again, so you inhibit a possible re-
infection.
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1.5.6 Back to normal (Post incident / Lessons
Learned)

Here we start normal operation and end the process /
phases themselves.

We gather for a meeting where you turn what went
well or badly. Get the air cleaned if it got a little hectic.
What we learned is collected and from there a report
is prepared as a summary of what we learned and
how it is introduced in the plans we have.

So we have an updated "Business Continual Plan"
which gives the company "Continual Service
Improvement"

1.5.7 Flow in the phases
It is an excerpt for the NIST way (with 4 phases)
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1.5.8 SANS version

SANS 504.8 Incident Response Cycle: Cheat-Sheet V1.0, 11.5.2016 — kf/ USCW

C i ~ Eradication - Recovery - Lessons Learned (PICERL)

- People - Policies ~Tools - Training
Preparation - Notes - Procedures “MgtTng  -lumpBag
| - Relationships - Coms plan
— - Awareness - Alert Early ~Primary IR Handler - Unusual Fles —
et | - Needtoknow  -UseOOBComms - Passvemonitoring -Analyzelogs |
Identification ] - Unusualprocesses -NewAscts[Privs - Odd Seh Tasks _Chainof Custody [
= Unusual Security Evts J
Stop Bleeding - Short-term B (e

- Categorize - Criticality - Sensitivity - Document Actions
Contalnment - Notify Mgt - Asgn Primary IRH - Low Profile - Infected Vian
- Remove LANCbl - FW/IDS Filters - 1P coord - Forensic Images

Memory Captures - Adjacent HostLogs - Patch Exploited Vuln(s)
Chg Pswds - Kill Backdoors

- Del Artifacts Root Cause - RestoreBackup - Remove Malware
Eradication — - ApplyAll Patches - Addl FW /DS Filters - Chg DNS Names - Rescan network -
- BlackHoleP’s - Seek other Hostfootholds - Wipe/Format/Rebuild )|
{ -RetwntoOps - Test/Doc Baseline - Move o Production (Agproval }
- Monitor (signs/shells/artifacts/events) - Script searches for attacker artifacts
[= - P v - Assign to on-Scene IRH )
4 © Alafiectedortesrview,/ comment ondrak - ReschReportConsensus JL
| Finalize Report Pro
- Seek Required Chang:

- Provide Exec Summary - Address Process not people
es - Seek Funding - Update Procedures

Page 10f2

Can be downloaded from [SANS website]
(https://www.sans.org/media/score/504-incident-re-
sponse-cycle.pdf)

1.6 DFIR links

1.6.1 Mixed

https://nvipubs.nist.gov/nistpubs/SpecialPublications/
NIST.SP.800-61r2.pdf

https://github.com/Neo23x0
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https://www.iocbucket.com/openioceditor

https://github.com/google/grr

https://winpmem.velocidex.com/docs/

http://edmands.net/Edmands.net/JumpBag.html

https://www.malware-traffic-
analysis.net/2020/07/13/index2.html

https://www.netresec.com/?page=PcapFiles

https://github.com/meirwah/awesome-incident-
response#memory-imaging-tools

https://github.com/orlikoski/CDQR

http://detect-respond.blogspot.com/2013/03/the-py-
ramid-of-pain.html

https://github.com/gchg/CyberChef

1.6.2 Memory forensics

https://github.com/volatilityfoundation/volatility/wiki/
Memory-Samples

https://volatility-labs.blogspot.com/2019/10/volatility-
malware-and-memory-forensics-training.html

https://www.andreafortuna.org/2017/08/07/volatility-
my-own-cheatsheet-part-7-analyze-and-convert-
crash-dumps-and-hibernation-files/
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https://www.forwarddefense.com/pdfs/Memory-Ana-
lysis-with-Volatility.pdf

https://digital-forensics.sans.org/media/volatility-me-
mory-forensics-cheat-sheet.pdf

https://packetlife.net/media/library/13/Wireshark Dis
play_Filters.pdf

1.6.3 Lenny Zeltzer og Didier Stevens
https://zeltser.com/

https://zeltser.com/automated-malware-analysis/

https://zeltser.com/malware-sample-sources/

https://blog.didierstevens.com/programs/virustotal-
tools/

1.6.4 Data collection
https://github.com/orlikoski/CyLR/releases

1.6.5 Virtual appliances.
https://securityonionsolutions.com/

https://cybersecurity.att.com/products/ossim

https://cybersecurity.att.com/products/ossim/downlo
ad

https://wazuh.com/

1. Velkommen til Defencia 55


https://www.forwarddefense.com/pdfs/Memory-Analysis-with-Volatility.pdf
https://digital-forensics.sans.org/media/volatility-memory-forensics-cheat-sheet.pdf
https://packetlife.net/media/library/13/Wireshark_Display_Filters.pdf
https://zeltser.com/
https://zeltser.com/automated-malware-analysis/
https://zeltser.com/malware-sample-sources/
https://blog.didierstevens.com/programs/virustotal-tools/
https://github.com/orlikoski/CyLR/releases
https://securityonionsolutions.com/
https://cybersecurity.att.com/products/ossim
https://cybersecurity.att.com/products/ossim/download
https://wazuh.com/

1.6.6 Malware analyse
https://github.com/rshipp/awesome-malware-
analysis

https://github.com/Yara-Rules/rules

https://github.com/JusticeRage/Manalyze

https://remnux.org/

https://www.circl.lu/misp-images/latest/

https://www.youtube.com/watch?v=Q1QS4gk [FU
(Sandbox setup)

https://www.malwarearchaeology.com/cheat-sheets

https://thedfirreport.com/2020/10/18/ryuk-in-5-
hours/

https://evasions.checkpoint.com/ (Evasion teknikker)

https://www.mcafee.com/blogs/other-blogs/mcafee-
labs/evolution-of-malware-sandbox-evasion-tactics-a-
retrospective-study/

1.6.7 Online Malware analysis sandbox
https://urlscan.io/

1.6.8 Network analysis

https://hackertarget.com/tshark-tutorial-and-filter-
examples/
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https://danielmiessler.com/study/tcpdump/

https://www.wireshark.org/docs/man-
pages/tshark.html

1.7 Hashing

1.7.1 What is a HASH value?

Is a method of cryptographically calculating the value
of a file, a bit like DNA for us humans. HASH algorit-
hms have been around for many years and have been
used for many different functions. It has been pos-
sible to store hashes of passwords in databases to
mask the code itself.

You can see more here Wikipedia HASH-veerdi

* k%

1.7.2 How do we use it in forensics?

HASH is used to calculate the value of files, so you
have a unique value representation for a file. That
way you can identify if 2 files are the same.

You often see this if you download an ISO file with for
example [Kali linux] (https://www.kali.org/get-
kali/#kali-live) and look at SUM. This is the calculated
value of the total file "kali.ISO".
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When you download the .ISO file, you can calculate
the HASH value yourself and compare the value be-
tween the calculating value you made together with
the value on the supplier's website.

* k%

1.7.3 What tools are there?

There are a myriad of tools out there, and many of
them made open source or freely available. Below are
a few tools that can be used to calculate HASH values
at the file and folder level. In the Autopsy program,
you can also calculate HASH values and compare with
the [NIST database (NSRL)]
(https://www.nist.gov/itl/ssd/software-quality-
group/national-software-reference-library- nsrl / nsrl-
download)

HASHtools calculates HASH for file or multiple files

@

~- (1]

Weekly Image

SHA2565um
120bF6623811c55¢40

2601a53bfa33863ce
a18bd9agcos6cbael
B c799dd18

2Enkelt fil sammenlignet med websitet Havde der vaeret mismatch
havde linjen veeret red!
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(Calculates HASH for folders + subfolders)

DirHash.exe C:\Users\<username>\Downloads\mappe -sum -t
output_mappe -progress

B commandoprompt

3The hash of the defencia.dk files has been calculated here

below is a method to verify the content.

DirHash.exe C:\Users\<username>\Downloads\mappe sha256 -
verify output_mappe -progress
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4verificeret og OK

* k%
If you use Linux or Mac, you use the code below

lablo@linux$ shalsum filnavn
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2. Forensics

Her kommer en masse gode tips og tricks til forensics
0g processer.

2.1 Labs for analysis

On this page you will get some knowledge about how
to prepare your labs with space and hardware and
software requirements.

2.1.1 Preparing Labs

Something that can be a really good idea. It is to have
labs ready to use when analyzing or examining so-
mething in depth. There are many different labs, each
with their own purpose out there, which may be
worth spending some time on.

Below is my bid on some of them as we also get to
look at it in class. | have aimed for us to be able to use
older hardware and not the latest.

It is my experience that it is often the reality that one
gets something laid off instead of investing in "latest
and greatest", which costs so Elvis comes back. :)

2.1.2 Forensic Lab

A forensic lab requires its machine, as it is a big heavy
task to analyze and process data for a digital investi-
gation. The requirements are disk write and read
speed, RAM and processor power.
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Digital forensic tools compile an index / database of
artifacts on a system which requires a lot of RAM avai-
lable. like 16 gb or more. During that, you will experi-
ence being hampered in the speed of the analysis.

The processor is also put under pressure if it is to
analyze and traverse through a lot of data. You will
find that when forensic programs start analyzing, it
takes between 80 - 100 percent of the processor po-
wer. Here it can be an advantage with more cores as
it increases the speed considerably.

Last thing one must have is disk speed. This is pro-
bably the most important point to be able to make a
faster review of data. A pile of data often needs to be
read, which must then be analyzed. So the faster disk
speed you have available, the faster you can analyze.
However, this does not mean that you do not have to
spend many hours waiting. Forensic tools use a lot of
filters and search criteria for analysis. Which by their
very nature will take time.

Do you have an eg x number of GB SATA 7200RPM ol-
der hard drive versus a new X number of GB NVME
PCI-E hard drive. Then you will speed up the speed
considerably as the newer hard drive is up to 20 times
faster. In practice, this means that you can save many
hours in the analysis work.

| have not tested what the difference is, but | assume
it is more than double the speed of analysis.
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2.1.3 Example of Hardware for the task

RAM -128 GB memory Hard disks - 1 pc 500 GB NVME
PCI-E for OS / 2 pcs 2 TB for image analysis and sto-
rage of Index / 1 8TB + hard disk for storage in case of
large images or temporary storage of data. Processor
- Intel 19 Extreme or Ryzen threadripper Graphics -
GTX 3080 or AMD XT 6900 must support CUDA
technology.

[Sumuri Talino workstations]
(https://sumuri.com/hardware/forensic-
workstations/) are some of the ones on the market
that specialize in building such machines. They focus
on cooling and stability. Their position is that if the
above is in place. Then the machine lasts 2-3 times
longer than a cheaper workstation.

2.1.3.1 Can less do it?

Yes, it can easily do that. If you have an older compu-
ter standing, it can easily be used. Do you have e.g.

- 16 gb ram

- |7 processor (also of older date)

-> SATA SSD hard drive with storage space for the
task. graphics card at best

Then you will be able to do a survey. It just takes a
little longer than with the machine above. It is up to
you how much to invest. Personally, | would start with
the latter example the first year or 2. Then you can
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build knowledge around how to use your forensic
hardware for research.

Autopsy - See the Autopsy page

2.1.4 Labs in general

Just a few thoughts on the environment for
virtualization.

| have kept in mind that you have some older
hardware that has been brought to life for the
purpose.

Need to make a PC for the purpose new as well as
old. Would it be my recommendation to start with
VMware or Virtualbox installed on a Linux machine.
Ubuntu or Linux mint (/t's a bit 2 pages of the same
thing) . Linux does not require as much ground
resources to run, so you have more juice and power
available for the virtual machines.

2.1.5 Linux
Kali https://www.kali.org/ ubuntu https://ubuntu.com/

2.2 A pair of virtual machines for the
purpose

2.2.1 Security Onion
Is a cool project that is worth having a look at.
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Security Onion is a complete setup of SIEM (Bridge,
zeek), analysis, capture and incident response mana-
gement and much more. It is an ISO you download
and can install in a virtual machine or as a hardware
installation.

Link to main page for Security Onion

a
@ Sysmon and Winlogbeat Security Onion Solutions

Enhancing Windows Endpoint Logging in Security Onion

Matthew Gracie
Senior Engineer

» M O oz

2.2.2 Malware lab

Being able to do an analysis of a piece of unknown
malware can make a big difference. Finding out how it
spreads, what it creates of new files and processes,
what it contacts on the Internet is to name a few. It
can give the company a head start on how we can
block further proliferation.

You can see the specifications under hardware for the
task. The same is true here as well. It is important that
you have enough RAM as you may have to run mult-
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iple machines at the same time. processor and disk
speed also have something to say. If you use virtual
Linux computers, then they are often a little easier to
run as they do not require as much.

Remnux https://remnux.org/ Flare vm
https://github.com/mandiant/flare-vm

2.2.3 Log lab
Sof elk https://github.com/philhagen/sof-
elk/blob/main/VM README.md Splunk

https://www.splunk.com/

2.2.4 Extending Hard Disk Space on Virtualbox
and Vmware

Sometimes hard disk space needs to be expanded in
the virtual lab. It is relatively easy if you know where
to look. Here is just a sketch of how to expand the exi-
sting space. This may be necessary on eg FlareVM, as
there is not much space allocated on the VM you
download from Microsoft.

Filer -&gt; handtering af virtuelle medier -&gt; valg din
VM og juster hvor meget plads du skal bruge pa slideren.
K1lik anvend og luk
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1] Handtering af viruel mecie
Medie

P
ERISLBE @ e
Ty oot | Ko P Fem Fiow S
&) Horddiske i Optiscediske [ Disketter (F)
infosec-fortressvdi 86,93 GB 28,04 GB
Witdge - Win0-disk001 v s L mses  sr9ce
—
e [
Plscerng | 11\itulbox IMSEdgs - WinLOWSEdge - Wi 0-6sH0L. 1k P a
Beskrivelse: y -
Storreise: v 85,4168
e 28
= o e

2.2.4.1 VmWare

Click settings -> hard drive - > expand and select your
size and click OK
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Hardware Options

Device Summery D te
=Memory 1668 T:\WMvrare images\SEC_onion\SEC_onion.vmdk
[ Hard Disk (SCSI) 120 6B ey
(=) CO/OVD (1DE) Using fle C:\Users\abloxDownl.. | A
“CiNetwork Adapter NAT .
[=]usB Controller Present System free: 109.8 GB
) Sound Card Auto detect Masimum size: 120 GB
S printar Prasant
[pisplay Auto detect Disk information
Disk space is not prealocated for this hard disk.
| Hard disk contents are swred in muidpie fies.
Expand Disk Capacity X
Specify the maximum size for the virtual disk 1. Mep.
Maximum disk size (GB): =
Defrag. ient
) Expand increases only the size of a virtual disk. Sizesof partiions
and file systems are not affected. Expand...
Compact
Expand Cancel Help
; Advanced...
Add... Remove
|
L oK Cancel Help

Start up your FlareVM and type computer administra-
tion and click under disk management
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Dikenbed [ Lovout| T T Fitem] st
= Windows TO1C) Simpel Grundioggende NTFS I oxde

Handinger
Diskhéndtering -

stem, Boot, Sidefi, Aktv, Crashdump, F

Flere handlinger »

< >

= Disk0
Grundi=ggend | Windows 10 (C)
4168 79,57 6B NTFS =

Onine orden (System, Boot Sidefl, Aklv,  Stiinder

farkér partitionen som Akt

St drevbogataw og =

< > | W ikke-aliokeres W Primeer partition

|
|

After selecting disk management , right-click on the
hard disk you want to expand and select expand disk
drive . Then there is a small guide where you click
nextand next, then you select the space to be expan-
ded with and click OK.

This way you can expand your C: \ drive with more
space. It can come in handy if you have slightly larger
data to load. Note After installing FlareVM, there is by
definition not much space on the system, so it is
recommended that you perform this operation.

2.2.4.2 Extra space on an additional disk drive

It is also another easy methodology you can use. If
you have set up a lab for analyzing logs or network
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traffic, then it might be nice to have an extra hard
drive on your virtual device. It can be done quite ea-
sily for both virtual box and Vmware.

VMware click on edit virtual machine and click on
hard drive and select add and follow the wizard. Then
you create an additional storage file for your device,
with the size you want (and have room for)

Virtualbox you can select settings and storage units
and select add (On plus)

Virtualbox VMware

Ung ot

Startyour virtual machine and select disk manage-
ment and add the hard disk as an additional logical
drive in Windows. Now you can use the disk as a disk
2.

2.3 Forensic data
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2.3.1 Write protection

Write protection is a security so that data on a me-
dium is not tampered with. You can read but not
write. This ensures that no time stamps are made on
the medium.

When a media needs to be secured according to best
practices. Then it must be optimally secured with
write protection to ensure that the proof is not tam-
pered with. Write protection is used for this.

If you do not use it, then your system will make time
stamps and thereby "contaminate" the proof.

If for some reason you can not make a data fuse cor-
rectly, then you need to start up and secure the proof
with normal connection. It is important that what has
been done is described correctly and preferably with
witnesses and perhaps even consider filming the
session.

It does not always go as planned, so it is the second
best solution you have to resort to

& gt; Can not plant the proof? & gt; & gt; Yes, you can
easily do that. It's easy, just connect the device to a
system and copy data as with an external hard drive.
& gt; & gt; Hiding it has happened ... It's hard and to
my knowledge not done yet by anyone!
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2.3.2 Storage

How is data stored? It is everything from the handing
over of the proof, to the storage of data digitally and
physically. Where is the data located? Who has access
to data? Is it locked securely in a room where there is
a code lock with a log of who enters and leaves the
room?

2.3.3 Exchange of data / images

How to exchange data between partners and
authorities.

2.4 Autopsy

2.4.1 What is Autopsy?

Autopsy is a forensic framework that originated from
The Sleuth Kit (TSK) which is known from the Linux
world. Autopsy has been used worldwide, by various
investigators within digital investigation. It can
provide a number of useful features like carve for
data, extract web cache, visited websites, data from
hives like registry, hashing of data and compare with
known files and much more. It can do a lot, here | will
cover the areas that we need in the course attack ma-
nagement. Du indlaeser data fra imagefiler som ofte
er EO1 (encase 01) og DD (linux, star for Data
Definition*)
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2.4.2 Where do | get Autopsy?

Autopsy can be downloaded [free here]
(https://www.autopsy.com/) Run the installation and
click OK for the popup banners that require java and
internet access.

2.4.3 Configuring Autopsy

There is not much to configure in autopsy, it works di-
rectly after installation.

You need to tell Autopsy where the output is to be sa-
ved. That folder will contain data which is indexed
from the readings and can fill a part. Which is several
gigabytes, so make sure there is enough space if you
do multiple studies. It is also the output folder to
which data is exported when you extract evidence
from an image.

2.4.4 What are Ingestmodules?

Ingest modules are the automation built into autopsy.
These are modules that are designed to look for spe-
cific data, such as databases, GPS data, carve data
(such as old deleted files), search history, etc.

There are a number of pre-installed ingest modules in
the program that you can use right away. | would
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recommend that you take a look at the other modu-

les one can download.

Github - Autopsy - Ingestmodules

Artifact Type Child Count
# AD1 Extraction (85) 85 I
% Installed Programs (116) 116
/> Metadata (36) 36
[®L] Operating System Information (2) z
| Recent Documents (53) 53 E-I Ug in d er,
£ Recyde Bin (4) 4 kan rﬁse
# Shell Bags (100) 100 AR fi|él’
LUSE Device Attached (24) 24 fra|FiTiK:
# Web Bookmarks (4) 4 .
(@9 Web Cookies {(4) ) Ima g £h
= Web History (32) 3z

5Fra autopsy ingest moduler. AD1 understattes ikke fra
installationen. Det skal installeres seperat

2.4.5 Plugins for Autopsy?
Download a module and copy them to

C:\Users\UserFolder\AppData\Roaming\autopsy\python_module
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You can do a number of surveys, such as what has
been searched for on the web, you can search for
malware. Which files have been accessed, encrypted
containers and images.

What is important to know with Autopsy is that it
requires training to use the program, as it requires
you to know what you are looking for. Other software
has developed search filters for different scenarios, it
is often licensed software and costs a lot of money. As
it requires a lot of development.

[1 (media / live / 2022-01-29-22h32-57.png
"Data source summary") {. center loading =
"lazy" width = "450" height = "308"}

What are the files on the secured image *

Coming later

You can play around a bit with Autopsy. Download
one of the image files from the links below and let au-
topsy index the files.

er NIST s reference filer.

is ENISA” s database over reference files.
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2.4.9 Afew tips

When you need to let Autopsy look through data, it is
tempting to just select all the modules. | personally
can not recommend it, as it requires quite a lot of
computing power and often takes a really long time to
run a module through (Depending on the nature of
your hardware).

If you choose several modules, you can be lucky that
it works. | have just experienced that they crash / stall
and nothing more happens. It's a little boring to find
out after many hours of driving.

| recommend that you take 1-3 modules at a time.
Then the probability of a positive outcome is greater.

2.5 Chain Of Custody

To be able to make a correct securing of a proof, it
requires that you have the right workflow. Here you
will learn more about Chain Of Custody (COC). The
most important thing is that effects and data integrity
can be demonstrated in the process. So if there is to
be a lawsuit, then there can be no doubt about what
has been done.

’

TIP: Doubts will always be seen in a lawsuit. That is
the most important task of the defense. The more
reason you've been here, the more you minimize
the prosecutor can doubt your conduct!
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The more thorough you have been here, the more
you minimize the prosecutor can doubt your conduct!

2.5.1 Data collection and security workflow.

When collecting data and effects for study, then docu-
ments, documents, documents!

It's super important you describe

- Time

-> Location

- Who was present (In the case of personnel mat-
ters, that HR was also present)

- How many effects were collected

- What data was collected and how Description of
the procedure

- How was data secured? with or without write pro-
tection and why?

- Who is responsible for the effects until they are
stored in the forensic room or the safe.

- A description / list of handovers between colle-
agues, so as to preserve who has had hands on the
effects (this is the heart of COC right here)

DISCLAIMER - The above list is not inexhaustible, |
may have overlooked areas!

2.5.2 When the proof changes hands

Example of what it looks like. It can be said to be
automated.
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There is a signature for the handover and what ef-
fects it is about.

T Helix Adepto Drive Dump Log-COC-200819801-.pdf

ADEPTO DIGITAL EVIDENCE
CHAIN OF CUSTODY FORM

Case No: 200819801 Page: of:

ELECTRONIC MEDIA/COMPUTER DETAILS

— ——
= — —
VMware Virtual 01000000000000000001
IMAGE DETAILS
= T3 ey - — =
07/18/08 Investigator deflad hdbl-img.dd 1
11109102 - =
g e N T - B

Total (shal): adbédi8918Sc91d5c86fd2e349dcRl4d0630061d

CHAIN OF CUSTODY
racking Mo DaialTime: FROM. To: Reason
i oy =
HA 07/16/08 dog1ad Investigator Initiate Custody
=

11:09:02] Ses Hash
= =

=

08 0§ 0 & 0 8 0

NERERREREREL

REERERRERER

The above is please borrowed here
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2.5.3 Under transport

For at sikre effekters fysiske integritet, sa kraever det
at man ved vigtige sager kan transportere effekterne
korrekt. S& man kan pavise at der ikke er "pillet" ved
effekten.
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Such bags can be purchased. An example is
[miladan.dk] (https://miladan.dk/product/ds-crime/)
or [Scenesafe] (https://scenesafe.co.uk/)

2.5.4 Write protection

In order to be able to secure correctly, it is important
to be able to be write-protected correctly. So that you
do not write data to the disk you are securing. This
contaminates the evidence.

Write protection can be achieved in several ways. Be-
low are a few examples of how to achieve write pro-
tection for your task.

Software Software write protection, it can see via a
live boot image, such as caine or paladin. It is inten-
ded that the system is installed on a USB and thereby
you can boot your PC from this USB and achieve write
protection. It costs nothing to download and use.

Software write protection can also be achieved by
software you install on your PC. An example of this is
Safe block (Link here). Which, however, costs some
money. It allows you to write-protect all the devices
you connect to the system. Which means you have
sata and USB in one function. It gets a little cheaper in
purchasing, compared to hardware equipment.

The website [digitalforensics.com]
(https://www.digitalforensics.com/blog/software-
write-blockers-overview/) has made a good list of
equipment.
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2.5.5 Hardware

Hardware write protection is an electronic device that
is inserted between the hard disk and the computer
and thereby achieves write protection.

It is often a device that works via the USB port. It is
quite simple to use and there is no speed reduction if
you use USB 3.x

They can be used for all operating systems and
secure via FTK (win 10) and DD (Linux / Mac). It is a
one-time investment you have to make.

Below are 2 examples of write protection from Weibe-
tech and Coolgear. It is 2 pages of the same case
which is write protection.

;!’_.-,'J _
TN i
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Weibetech is a little more delicious finish and with
function as invention of serial number and product
name. Where Coolgear is completely basic, with but-
tons for write protection.

Weibetech FUD 5.5 costs around 3,000 to 4,000 Da-
nish kroner

Coolgear SATA / IDE writeblock costs approx. 750.-
incl VAT and freight from the USA. (Has been removed
from the supplier's website. It is not known if there
will be any replacement)

The top of the pop here at the time of writing is Tab-
leau from guidance software. It has created a lineup
of different solutions where adapter boxes can be
connected with their own cable. The price is here on
the friendly side of 8,000 Danish kroner.

There are prices for every taste. It can be a good inve-
stment if one needs data secure media like hard dri-
ves. If you can make a combination of hardware and
software so that you can perform different tasks, then
you are better off.

Remember, this is what should fit the detop YOUR
task to be purchased for ©
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SATA SSD
Solid State Drive
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6 Coolgear is the slightly discount version of a write protector. It
works fine and is cheap (and unfortunately discontinued)
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2.6 Datacollection

2.6.1 Why is proper data security important?

Data security and collection is one of the important
things in case of an attack. There are many reasons
for this, such as if you report the attack to the authori-
ties or need to understand what has happened.

If the attack is to end in court, then it is important that
there has been control of the process. If there is not,
then there is a possibility that the case may fall in
court. Here you get knowledge about how a good
data security can be performed.

2.6.2 What data do we have?

What data do you have available if things go wrong? If
you need to get logs out of a computer, then you will
often be able to retrieve the computer and data
secure. But if you have a cloud service, how are you?
Do you know how data can be retrieved? These are
just some of the questions that you have to ask your-
self before you get hit.

2.6.3 How should we collect data?

The most important thing is to have described your
process for the collection. The more careful you look
the better.

- Date and time of start and end time
- performed by whom
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what data is retrieved?

tools have been used (version of the tool)

is data from a tool (antivirus, IDS, IPS, network
equipment and what version of software did it
have?)

how integrity checks are made

what does the data contain and what format and
fields are there?

once you have collected data, then you should make
an integrity thej

more will come later. (0504-2022)

This page is inspired by the video of Lenny Seltzer

JuLY 2020

What’s New in REMnux v7?

Lenny Zeltser

Faculty Fellow, SANS Institute
CISO, Axonius

$  0:03/1:0053
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2.7.1 Download Remnux
https://remnux.org/#distro

lablo@linuxserver$ Sudo apt-get update

remnux update (Takes some time the first time)

2.7.2 Transfer files to remnux
sshd start (for at starte FTP) Ifconfig for IP

sftp://IP-adress

> User: remnux > pass: malware
Extract zip files with password
sudo apt-get install p7zip-full

extract file 7z x filenavn.zip -> herefter bliver du
promptet for kodeord

Your are ready.
* k%

Static analysis of the file
for API calls, strings and

yara-rules filename What happens then?
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(Update clam = freshclam) clamscan filename What
happens then?

Known viruses: 8921175 Engine version: 0.102.4 Scan-
ned directories: 0 Scanned files: 1 Infected files: 0
Data scanned: 0.48 MB Data read: 0.46 MB (ratio
1.04:1) Time: 16.517 sec(0m 16 s)

manalyze filename What happens then

(Trickster = meadow and Finnish language and com-
pile date 20 May 2015)

peframe filename What happens then

(Maybe can be used for yara ???? Yara rules take
effect)

pecheck filename Entropy gives a hint about packa-
ged files / compressed files / payload More info about
what happens in the file (look for overlay)

strings filename

Do we see anything here?

Pestr flename is there any difference?
What about floss filename?

Maybe it can be used?

md5sum filename copies to virus total What happens
then?

2. Forensics 88



Xorsearch filename http

(Searching for http or whatever might be interesting)
**x*

a little more emulation before detonation.
binee filename

gives apikald

can be used for debugger later

capa -wv filename

Watch for api cold

Copy offset into ghidra so you can see what is happe-
ning in decompiled code

Fakedns together with inetsim

starts a dns server and responds like the internet

2.7.1 Sample sharing

- Check if the HASH can be found on some of the on-
line services. Many times you can find the HASH
value without dividing the sample. So you do not
reveal yourself to those who watch (it sounds sne-
aky, but opponents keep an eye)

- Examine whether you are allowed to share the
malware by the company / partner.
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- The zip format is frequently used, but you should
consider using the 7-Zip format to better hide the
contents of the archive.

- The "infected" password is often used, as many
sandbox labs can use the code to extract the file.

- Instead of emailing the sample as an attachment,
consider sending the researcher a link where they
can download the file.

- Specify the hash for the malware sample using a
modern algorithm such as SHA256 so that the reci-
pient can confirm that they have got the correct
file.

The Above is inspired by Lenny Zeltzer
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3. Governance

Her kommer lidt mere viden fra faget governance.
Det er blot som supplement til undervisningen.

isms is02700x final (MP3,.10.23 MB)

Her kan du hente en kort intro til ISMS (Information
Security Management System. Det er ISMS forklaret

15027001:2013

7Det er Klausulerne og Anneks A samlet
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=]
=
HiEsl
=
=

=

\\

8PDCA cyklus forklaret i sammenhang med klausulerne. Det er
processen der bliver illustreret.

3.1 GDPR

e (Governance
e GDPR

- Obligations of the data controller
- The 6 data protection principles
- ** 1 Transparency and legitimacy: **
= ** 2 Purpose Limitation: **
= ** 3 Data minimization: **
= ** 4 Accuracy: **
- ** 5 Storage period limitation: **
= ** 6 Confidentiality and Integrity: **
= (7). Accountability and compliance

e Data subject rights

- Duty to provide information
- Right of access
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- Right to rectification

- The right to be forgotten

- Right to limit treatment

- Data portability

- Objection

- Prohibition of automatic individual decisions and
profiling

e SO Handling - 1ISO27701
e Data breach with GDPR"s eyes

- Anatomy of data breach

e Data Mapping
e |SO27701:2013
GDPR = General Data Protection Regulation

Effective May 25, 2018

The General Data Protection Regulation (GDPR) is a
law that deals with data protection for all citizens of
the European Union (EU) and the European Economic
Area (EEA). The purpose of this law is to enable indivi-
duals to have control over the personal information
provided.

3.1.1 Obligations of the data controller

As a data controller in collaboration with your pos-
sible data processors, you must, among other things,
ensure that you:
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- Allowed to process the information that you and
your data processors are in possession of (if you
have a treatment authorization) Keeps a record of
your treatment activities

- Is able to comply with the rules on the data sub-
jects' rights, such as the duty to provide informa-
tion or the right of access.

-> Report any breaches to the Danish Data Protection
Agency within 72 hours

-> Have a data processor agreement with the data
processors that process personal data on your
behalf

-> Can document to the Danish Data Protection
Agency that you have ensured data protection with
appropriate technical and organizational measures
so that no unintentional, unreasonable or illegal
processing takes place.

3.1.2 The 6 data protection principles

3.1.2.1 1 Transparency and legitimacy:

personal data must be processed in a lawful and
secure manner and must be easily accessible.
Transparency

- It must be communicated how data is collected
and how data is used. If data is passed on to third
parties, this must be stated.

-> Openness and honesty are the key words here.
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Justification

-> Data The controller is open and honest about fun-
ction and its operation.

-> Processes data only in the direction one would
expect and does not misuse data

-> Does not use data in directions not described or
justified.

3.1.2.2 2 Purpose Limitation:

Data should only be collected and used for the stated
purposes.

-> The regulation describes that personal data can be
collected for specific and explicitly described
purposes

- Terms and conditions for the protection of privacy,
must inform the user about how extensive data is
processed (If data is collected, then these must not
be brought to sister companies that can use data
for marketing)

- However, data may be stored for archives, for stati-
stics, security, historical research (Data must be
Pseudonymised and encrypted, will be valid met-
hods to anonymize data)

3.1.2.3 3 Data minimization:
Only necessary data are collected for processing.

Data collected and processed must be relevant, suffi-
cient and limited. Do not collect more data than is
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olutely necessary.

Book example Applying for a job, it will not be appro-
priate to ask for health data

Reference is made to data mapping (chapter 9 in the
book) (It is not a requirement, but a necessity to de-
monstrate below)

Which covers

- Data exist
- Where the data is located
-> Under what regulations data is kept

3.1.2.4 4 Accuracy:

Users may request to delete or correct inaccurate
personal data.

Data must be kept up to date and accurate

-> Which ensure that data processing and becomes
more accurate.

- Which requires processes that ensure data is kept
up to date. (We know this from emails sent from
our service providers who want us to update the
information they have about us) Inaccuracies can
occur, as if a buyer has placed an order and he
changes address subsequently. Then data does not
need to be updated. Unless buyer makes new
order.

- Inaccuracies sometimes have to be saved, for the
sake of history. Such as in the case of misdiagnosis.
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As this will be important for future treatments.
Track history is saved.

A Notice: 47 Recital 71 of the Regulation makes
this abundantly clear: 'The data subject must
have the right not to be subject to a decision
which may include a measure which asses-
ses personal aspects relating to him or her
which are based solely on automated proces-
sing, and which produces lawful effects relat-
ing to him or her, similarly significantly af-
fecting him or her, such as automatic re-
jection of an online credit application or e-
recruitment practice without any human in-
tervention. Do not make machine cuts wit-
hout the influence of a person.

Personal data should only be stored for the period
necessary for the purpose of processing purposes.

Personal data may no longer be stored for the pur-
pose for which the data is used.

How data is stored (not on which media) but how
data is stored. it is stored encrypted or in multiple
instances across multiple databases. Do not use
data (or can justify it) .... Delete it!

Data stored must be subject to legal and contra-
ctual requirements. Which can demonstrate that
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data is deleted and that Automation ensures data
deletion after eg a given period.

-> Data that is saved falls under DSAR (Data Subject
Access Request) better known as data portability.
As secure we as customers have access to the sto-
red data.

3.1.2.6 6 Confidentiality and Integrity:

Organizations must protect personal data from
unauthorized or illegal processing under the GDPR.

- The most important principle from a financial point
of view.

- If data breaches occur, then it is relatively easy to
prove that data has not been secured properly. If
this had been done correctly, then the breach
would not have occurred in the first embrace. (In
Denmark, it will be the Data Inspectorate that can
assess this)

- Companies need to secure data so that it can not
be misused or leaked. For example, data can be
encrypted and a log is kept of who accesses data at
a given time. Integrity must ensure the consistency
of data while data is stored

-> Reference is made to the CIA model and ISO 27001
ISMS

3.1.3 (7) Accountability and compliance

- Article 5, para. 2, is short but extremely important:
The controller is responsible for and able to dem-
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onstrate compliance with 8 1 Accountability

- This is a seventh principle, which claims that the
data controller is responsible for ensuring compli-
ance with the previous six data processing princip-
les and for being able to demonstrate this
compliance.

- |t places demands on its own suppliers (Read sup-
plier agreements on compliance with GDPR rules)

3.2 Data subiject rights
A few points about the rights of data subjects.

-> Duty to provide information

- Right of access

- Right to rectification

- Right to delete ("right to be forgotten")

- Right to limitation of treatment

- Right to data portability

- Right to object

- Prohibition of automatic individual decisions and
profiling

3.2.1 Duty to provide information
Articles 13 and 14

The data subject has the right to receive information
when the data controller collects information. A di-
stinction is made between information obtained di-
rectly from the data subject or the information recei-
ved from others than the data subject. In both cases,
the data controller has a duty to provide information,
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unless the data subject knows the information in
advance.

3.2.2 Right of access
Article 15

The data subject has the right to receive the data
controller's confirmation of whether personal data
about the data subject and the right of access are
processed therein.

3.2.3 Right to rectification
Article 16

The data subject has the right to have incorrect perso-
nal data about himself corrected by the data control-
ler without undue delay

Example We see it when we have set up a website, or
log on to a page where it has been a while. Then we
are asked to correct the information, or check if the
information is correct.

3.2.4 The right to be forgotten

Article 17 states that the data subject has the right to
request that personal data about him / her be deleted
if one of several alternative grounds is present.

The "right to be forgotten" was replaced during the
negotiations by a less comprehensive "right to
erasure".
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One of the grounds is that the processing is not law-
ful, for example that Article 6 (f) of

3.2.5 Right to limit treatment

The data subject has the right for the data controller
to restrict or block the processing of information
about the data subject. This must be done through
labeling of information so that future processing is li-
mited, cf. the definition in art. 4, No. 3.

The data controller is obliged to limit / block proces-
sing when the data subject disputes the accuracy of
the information, in the event of illegal processing but
not deletion, in the determination of a legal claim or
when the data subject objects, cf. art. 18 (1a-1d).

3.2.6 Data portability
Article 20

According to the Regulation, the data subject has the
right to transfer his personal data from one system to
another, without being prevented from doing so by
the data controller. There is also a requirement that
the information must be provided to the data subject
in a structured and usable electronic format.

3.2.7 Objection
Article 21

The data subject has the right to object to an ot-
herwise lawful processing if special circumstances so
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require.

3.2.8 Prohibition of automatic individual decisions
and profiling

Article 22

The data subject has the right not to be the subject of
a decision based solely on automatic processing, in-
cluding profiling, which has legal effect or similarly
significantly affects the person concerned, unless the
decision is necessary for the conclusion or perfor-
mance of a contract, is authorized in EU law or the na-
tional law of the Member States or is based on the
express consent of the data subject. [

Article 12:
https://www.retsinformation.dk/eli/lta/2018/502
(Dansk) https://eur-lex.europa.eu/legal-
content/EN/TXT/PDE/?
uri=CELEX:32016R0679#page=39

The clear and short
https://en.wikipedia.org/wiki/Personal Data
Regulation

3.2.1 ISO Handling - ISO27701

Relatively new standard, as it was released in August
2019, and should be able to merge ISO and GDPR bet-
ter together.
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So that ISMS contains GDPR compliant personal data.
The intended application of ISO / IEC 27701 is to ex-
pand the existing ISMS, with privacy specific controls
and thus create PIMS to enable effective privacy ma-
nagement in an organization. The DPO (Data Pro-
tection Officer) can provide the necessary documen-
tation that applicable personal requirements are met
(PIMS = Privacy Information Management System)

- The PIMS framework may look like an ISMS.

- ISMS is targeted at several focus areas

- PIMS can only target personal data processing

-> PIMS must support the core components of a Pri-
vacy framework.

3.2.2 Data breach with GDPR"s eyes

Violation of security, leading to erroneous or illegal
destruction, loss, alteration, unauthorized disclosure
of, or access to, transfer of personal data. Saved or
processed.

GDPR does not focus on other breaches, but only on
loss of privacy.

3.2.2.1 Anatomy of data breach

Data can be transmitted online and TOR (refer to
Darknet) Data corrupted or made inaccurate / altered
In other words, a breach of the CIA model

Data breaches do not happen by themselves and
there have been breaches of vulnerabilities or threats
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have been overlooked. (Angry employees who smash
data, or abuse rights)

Or vulnerabilities that have been overlooked, ignored
or were ignorant about.

3.2.3 Data Mapping

GDPR does not directly require data mapping It is
considered a "best practice” to have a mapping of
data, as it can be a difficult exercise to clarify data if
one does not.

As the book describes, "you can not protect what you
do not know / know", here are 3 definitions

-> Data exist
- Where is it and under what guidelines is it stored

This will be a difficult task if you have not examined
your data before.

4 elements of data flow
Data Items: The information itself and or a data set
Format: How is data stored? USB, storage cloud etc.

Transfer methods: transfer of data from A to B and
how data is transported and which encryption.

Locations: Where is the data physically located?

Data mapping is significant in relation to DPIA and
risk assessment. to inform about areas where we
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need to be vigilant

3.2.4 1SO 27701: 2013

GDPR proposes to introduce a PIMS (Personal Infor-
mation Management System). There is an explicit
requirement organizations must have below in place

The ability to ensure ongoing confidentiality, treat-
ment system integrity, availability and robustness and
services The ability to restore the availability of and
access to personal information in a timely manner in
the event of a physical or technical incident Processes
for regular testing, assessment and evaluation of the
effectiveness of technical and organizational measu-
res to ensure the safety of processing.

This really means that organizations need to integrate
data protection and privacy, which requires a more
comprehensive approach to information security.
Companies engaged in treatment systems and servi-
ces. as with safety, continuity and continuous safety
testing (primarily in the form of penetration testing).
This is where ISO 27001 comes in.

3.3 Paragraphs

Her finder du nogle af de straffelove vi har i Danmark.
Som retter sig imod cyberangreb.
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3.3.1 Forbrydelser mod personlig frihed

-> § 263a = Distribution of means of distribution dis-
semination of this

- § 264 = Unauthorised access

-> § 235 = Child pornography paragraph

3.3.2 Formueforbrydelser

- § 279 = Fraud

- § 279 a = Data fraud

- § 281 = Extortion

- § 288 = Robbery

- §290 a = Money laundering

- § 291 =Vandalism

- § 293 = Theft (DDoS 293, stk 2, that uses theft.)*
-> § 193 = Public disturbance

- §299 b = Copyright

-> (8268 = Slander=

1. a serious accusation is untrue or

2. an accusation has been made or spread through
the content of a mass media, and the accusation is
suitable for significantly harming the victim.)

3.3.3 Alittle lawstuff (danish)

= https://danskelove.dk/straffeloven

= https://danskelove.dk/nis-loven

- https://anklagemyndigheden.dk/da/soeg-i-videns-
basen
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*(https://www.computerworld.dk/art/225949/dansk-
teenager-fanget-efter-ddos-angreb-mod-kl)
(https://ekstrabladet.dk/112/dansk-politi-med-i-ka-
empe-aktion-150.000-mistaenkt/7492889)

3.4 Links to Governance
Below is a linkcollection of goodies

= https://gdpr.eu/category/news-updates/

- https://www.datatilsynet.dk/generelt-om-
databeskyttelse/vejledninger/

- https://www.datatilsynet.dk/tilsyn-og-
afgoerelser/afgoerelser/

= https://www.itgovernance.eu/blog/en/the-gdpr-un-
derstanding-the-6-data-protection-principles

= https://sikkerdigital.dk/virksomhed/sammen-mod-
cybertrusler/bahne/

- https://startvaekst.virk.dk/node/1884/security-
report/recommendations/pdf

= https://www.ncsc.gov.uk/section/information-
for/small-medium-sized-organisations

= https://www.nist.gov/privacy-framework/privacy-
framework

- https://www.danskerhverv.dk/politik-og-
analyser/it-og-tele/agenda—logning/

= https://www.cert.dk/da/tjenester/sikkerhedshaendelser

= https://dkr.dk/it/it-kriminalitet-i-tal/

- https://crest-approved.org/

= https://anklagemyndigheden.dk/da/soeg-i-
vidensbasen

= https://www.retsinformation.dk/eli/[ta/2006/988
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- https://brs.dk/

3.5 Intelligence i virksomheden

e Governance
e GDPR

- Obligations of the data controller
- The 6 data protection principles
= ** 1 Transparency and legitimacy: **
= ** 2 Purpose Limitation: **
= ** 3 Data minimization: **
= ** 4 Accuracy: **
= ** 5 Storage period limitation: **
- ** 6 Confidentiality and Integrity: **
- (7). Accountability and compliance

e Data subject rights

- Duty to provide information

- Right of access

- Right to rectification

- The right to be forgotten

- Right to limit treatment

- Data portability

- Objection

- Prohibition of automatic individual decisions and
profiling

¢ SO Handling - ISO27701
e Data breach with GDPR s eyes

- Anatomy of data breach

3. Governance 108


https://brs.dk/

e Data Mapping
e SO 27701:2013
« Paragraphs

= Forbrydelser mod personlig frihed
- Formueforbrydelser
= A little lawstuff (danish)

¢ Links to Governance
¢ |Intelligence i virksomheden

- Get started

- What is RSS

= Trustworthiness

- RSS lzesere

- What can | use it for?

= App

- My_method

- what is good about a payment solution
-> Sharing with colleagues and friends
- Conclusion

- Resources

3.5.1 Get started

In my opinion, one of the things you can do easily and
relatively cheaply is to monitor the media to obtain
"intelligence". The word Intelligence spreads over a
wide field, here | will keep an eye on news via RSS, or
said in Danish news from the security front.

on this page you get my view on how to make news
news to your advantage and it is not sponsored in any
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way.

Back when Google had their RSS reader, | started ke-
eping an eye on websites and news sites. | have
always thought this has given me value, as | get the
news served and can sort, mark and keep an eye on
keywords.

3.5.2 What is RSS

What is a news RSS reader? It is actually a technology
that has been used for several years and one of the
co-founders of the format is [Aaron Swartz]
(https://en.wikipedia.org/wiki/Aaron Swartz)

RSS means Really Simple Syndication which translated
is an update feed. The purpose is you can "subscribe"
to your website's news feed and keep up to date with
news every time some new material or stories are pu-
blished. It's smart, because you can keep an eye on
many websites at once. However, it does require that
you have an RSS reader.

3.5.3 Trustworthiness

Although we have a lot of good social media that can
feed data to us, | am a supporter of getting it directly
from the source, so | am sure there are no others
who have interpreted the story for me. Through my
RSS reader, | can keep an eye on whether the story is
on several media that | have selected myself. Which,
in my opinion, can add to some validity and
credibility.
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It can be difficult to distinguish good sources from
bad sources. It has certainly not gotten any easier
with time. One must preserve his critical sense and
common sense.

3.5.4 RSS laesere

There are many types of RSS readers. | want my must
be online and be able to work with keywords so | can
keep an eye on specific topics.

A few examples of RSS services.

- |noreader

- Feedly

- Newsblur

= The Old Reader

The above is taken from this article from
[lifewire.com] (https:/www.lifewire.com/top-free-on-
line-rss-readers-3486649)

| even use Inoreader Pro, which costs 80 euros a year.
Which | thought is OK in terms of how often | use it. It
is a service that can potentially save a lot of money if
you get on the cutting edge of something.

3.5.5 What can | use it for?

You can keep an eye on vendor websites. Then you
are at the forefront when they release new versions
of their software or come up with new features or
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bug fixes. It's super easy and is worth its weight in
gold.

You can keep an eye on when someone finds errors /
vulnerabilities in software, or when there are critical
vulnerabilities loose on the web. It can be beneficial if
you can manage to mitigate against problems before
they occur or hit you.

You get a quick overview of all the news that comes,
and you can sort through them yourself.

3.5.6 App

There is an app for Inoreader (and for the others as
well). The app for Inoreader has gotten better with
time. Since it crashed a lot for me in the beginning,
which is not cool if one has to read news. It was often
associated with the amount of articles. They have an
app and it works, which is fine for me, | use the online
and browser version whenever | can.

3.5.7 My method

How to keep up with the news flow and new upcom-
ing threats? Here is my example of how to handle that
task. The starting point is Inoreader and its functiona-
lity. There are others out there like Feedly, blurnews
fm. Of course, you have to choose the one you liked
best.

What is a news RSS reader? It is actually a technology
that has been used for several years and one of the
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co-founders of the format is [Aaron Swartz]
(https://en.wikipedia.org/wiki/Aaron Swartz)

RSS means Really Simple Syndication which translated
is an update feed. The purpose is you can "subscribe"
to your website's news feed and keep an eye on news
every time some new material or stories are publis-
hed. It's smart, because you can keep an eye on many
websites at once. However, it does require that you
have an RSS reader.

| started with the old free Google reader, which they
turned off in 2011, which was a shame. It was free
and worked really well. Since then, | have switched to
[Inoreader] (https://www.inoreader.com/), which has
a free version and a pro version. | have taken the pro
version here as a starting point, as it provides a few
more features which are worth the money in my
opinion.

The price is about 600.- kroner per year for the pro
service Se priserne her

3. Governance 113


https://en.wikipedia.org/wiki/Aaron_Swartz
https://www.inoreader.com/
https://www.inoreader.com/pricing

Defauh eshbourd (Copy) - Ao e e 0 @

Most tagged articles Failing feeds

to

Currently trending on Inoreader
Recommended sources

..........

“This chart might explain why CNN Plus shut down ear

3.5.8 what is good about a payment solution

often some useful things come with it. Feedly, Leo has
their Al as they sell, as their weapon against too much
news.

Inoreader has their gene method to cut through the
piles.

The first thing you will become familiar with is the
common way of monitoring RSS websites. Namely, to
add a URL in the program, then you will receive all the
stories. It's kind of nice and good, because then you
can just skim through the ones you have chosen.

Inoreader has a few tricks up its sleeve that make this
easier. You can do several things, namely set up "hig-
hlighters". When you look through the news, your
search words are marked with a color, which makes it
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easier to recognize the words that may be interesting
(you can download my list of words that can be ad-
ded). It makes it very easy to look through the articles
and see what is marked with the colors.

Where things take more speed is where you can set
up automation and let inoreader find articles their da-
tabase and match where you are looking and you still
have your highlighters. This means that you can still
cut through the amount of data easily and clearly.

From there, you can then make an extract for a
website.

Visuliing e Scisui lbiscts (1920) i Tabless (0€) 1t

9Colors are highlighters

Below are examples of keywords | have put a search
engine on. Then the articles containing the features
will be displayed. quite smart if you want to keep an
eye on many articles.
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DFIR

Al subscriptions  English

Plaso 20220428 released

2h - Open Source DFIR

Quantum Ransomware

6~ The DFIR Report

critical vulnerability

All subscriptions Al languages.

zeroday

Popular publicfeeds  English
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Unread articles

View all articles

Unread articles

Unread articles
0

Daily articles

Daily articles

Daily articles
=y

Latest article

Latest article

Latest article
Mar 2022
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Find the best information sources

You can search for articles, website feeds, Facebook pages, Twitter accounts, Google News and more.

3\ Feeds [ GoogleNews ¢ Facebook Pages & Twitter <5 Reddit i More

B All sites ~ | English v

Monitor keyword

88

Sort & Filter

Derpy cat

t#AnimalsBeingDerps [ink]

Play n reddit submitted by /u/Visual_Lion

{com

Netflix UK: Every movie and TV show leaving this month in May 2022
ithout alerting their users each month. Film:
ing service's library are taken dovn almost every
fNetrixonly fagging tis I

Netflix removes a variety

10 Here | have searched for cats and here Inoreader finds articles
with the topic from their link databases

Here's an example of how | can set up rules so that
automations can mark articles with stars so that it
sorts out a caveat lot of indifferent articles that do not

relate to the topic.
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5 leaked v 8 ©
. malware s ©
When  Newarcl n s

One of the super cool things about Inoreader is that
you can create a search function for google news.
Which is pretty cool, because then you also see artic-
les outside of your RSS sites.

Find the best information sources
v i For i, bl i, Fcebook pags, TWiter &

W racuoookpages

eyber-ph
chain| Scientific Reports - Nature.com

Mecka

11Der oprettes en "mappe" med google news pa dit sege kriterie.
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| have used Inoreader there for the last couple of
years and bought their offers on black friday , singles
day, valentines , can you see where | want to go? It's
about saving a little money when you can, and the
above options are no exception.

| have no problem paying for such a service. Whether
it's Feedly, Inoreader or others, it does not matter to
me. As long as | can make use of some automation
that can make sense in terms of digging through the
article flow.

3.5.9 Sharing with colleagues and friends

If you have colleagues or friends who want to see
some of the news you have. Then there is an opportu-
nity for you to share your feed directly on your webs-
ite. Which is pretty smart, however, requires that you
set up some very precise search filters so that it is not
all that important no matter what is presented.

Se eksempel her

3.5.10 Conclusion

What is my recommendation is that you look through
the market for offers and tests of RSS readers. There
are many out there and some of them are programs
that one installs. Here, however, | would argue that a
service like Inoreader has its advantage, as it is online
and is constantly updated with features. What makes
the difference is the automation and highlighters,
which run 24/7. It also means you do not have to have
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any PC running, | appreciate that. In a busy day, this
solution is, in my opinion, worth all the money. Since |
save a lot of time to spot things in the articles.

So you might be thinking, | do not overwrite articles?
after all, perhaps that is not to say with certainty. It
requires gaining experience and tuning services to
your needs, so | believe that loss of important articles
is minimized.

For me, the criterion is that | see weaknesses in the
software that | use or that is in the company.

I was looking in the direction of feedly, which has
some Al to read articles for me. It's super smart,
whether it works in practice, | do not know at the time
of writing, as | have not bought the product or tested
with the 30 day "trial". Since | have to register with
more data than | want to provide. Feedly uses LEO,
which is their Al for corporate, so they keep an eye on
new data and monitor the Internet for important
security-related news. What the price is | do not know,
have a notion that it costs so the earth shakes. For
that reason, | am happy with Inoreader, which costs
about 600 kroner a year, which suits me and makes
super good sense for my monitoring of the network.

Hope it gives you inspiration to do your own monitor-
ing, then it's just about getting started. :)

3.5.11 Resources
Here is my list of keywords | use.
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keyworkds (TXT,_1.36 KB)

Opml fil with all my feeds
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4. Infosec og diverse

Her finder du indhold om generelle emner inde for
informations sikkerhed. Det er ikke kun begraenset til
virksomheder og deres tankegang. Det er ogsa omfat-
tende grundlaeggende IT-hygiejne

4.1 Blandet viden fra feltet.

Pa de sider vil jeg tage fat i emner som nogle de fleste
foreeldre og familimedlemmer oplever, har oplevet,
eller maske kommer til at opleve.

Det er tilteenkt som en velment guide til foreeldre,
unge og aldre som gerne vil have hjeelp til at hgjne
sikkerheden i hjemmet.

Min tilgang er, at det skal veere nemt og forstaeligt, sa
det giver mening derude. Der er mange rigtig gode
hjemmesider som giver gode rad, hvilket er fint. Det
er bare sjeeldent man konkretisere det, da det bliver
for teknisk. Hvilket ogsa er rigtigt, men der skal altsa
noget teknik til engang i mellem og sa er det her du/i
ma ringe til en ven

e Governance
e GDPR

- Obligations of the data controller

- The 6 data protection principles
= ** 1 Transparency and legitimacy: **
- ** 2 Purpose Limitation: **
- ** 3 Data minimization: **
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- ** 4 Accuracy: **
= ** 5 Storage period limitation: **

- ** 6 Confidentiality and Integrity: **
- (7). Accountability and compliance

e Data subject rights

- Duty to provide information

- Right of access

- Right to rectification

= The right to be forgotten

= Right to limit treatment

- Data portability

- Objection

-> Prohibition of automatic individual decisions and
profiling

e [SO Handling - ISO27701
e Data breach with GDPR’s eyes

- Anatomy of data breach

e Data Mapping
e [SO 27701:2013
« Paragraphs

- Forbrydelser mod personlig frihed
- Formueforbrydelser
- A little lawstuff (danish)

e Links to Governance
e |ntelligence i virksomheden
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- Get started

- What is RSS

= Trustworthiness

- RSS |aesere

- What can | use it for?

= App

- My method

- what is good about a payment solution

- Sharing with colleagues and friends
= Conclusion
- Resources

e |nfosec og diverse

- Blandet viden fra feltet.

e Falske Opkald

-> Du kan tage det roligt

e Chat

- Skal det anmeldes?
= Links til yderligere professionel hjzlp

* Apps

e Kodeord ord og Multifaktor godkendelse (MFA)

- Forste overvejelse
- Naeste overvejelse

- Online kodeords tjenester
- Offline kodeords manager.
- 2 Faktor godkendelse
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- Multi Faktor godkendelse
= Links til officielle guides og koder.

e Rejse sikkererhed

- Hvad er jeg bekymret for ?

- Parejsen

- Netveerk og gratis hotspots

- VPN hvad er det ?

- Rejserouter

- Backup af rejsedata / papir / pas
- Kryptering og USB

- Egen VPN tjeneste

- Backup af data

- Versionering af backup og filer
- Backup rutine

- Deling af filer

- Lagerplads

= Gratis vs. Betalingstjeneste

- Online vs Offline

= Online backup

- Versionering af backup og filer
- Backup rutine

- Deling af filer

- Lagerplads

- Gratis vs. Betalingstjeneste

= Online vs Offline (NAS)

= Genskabelse (hastighed og tilgeengelighed)

- Placering af data
- Kryptering af data

- Bittorrent sync
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5. Falske Opkald

Der er mange borgere i danmark, som oplever at bli-
ver ringet op af fremmede, som bebuder at de kom-
mer fra en stor techvirksomhed, som eks. Apple, Mi-
crosoft mv.

De oplyser at du har virus pa din PC og vil meget
gerne hjzlpe dig med at fikse problemet. Hvilket jo
lyder rigtigt fint, men er roden til en darlig oplevelse.

Deres virkemiddler er, at de presser pa og understre-
ger vigtigheden af de skal have adgang for, at kunne
fikse dig problem. De snakker ofte om hackere og
udenlandske aktgrer for at det skal lyde mere farligt.

Deres telefonnummer er ofte fra udlandet og har et
langt nummer.

5.1 Du kan tage det roligt
Hvis du bliver ringet op, sa tag det roligt.
Sperg specifikt ind til hvad det er for en virus, det

vaere sig navn, link til online hjemmeside, karakteri-
stika, hvad den gar. Vaer vedholdene, for de kan ikke

svare ©®

Oplys ikke noget personligt, som eks. bankoplysnin-
ger eller login til nemid eller lign. Det er det som de
gar efter.

Giv aldrig adgang til din PC. Far de adgang, sa gar de
efter dine loginoplysninger og forsgger med din egen
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hjeelp at logge pa din netbank. Derfra vil de begynde
at flytte rundt pa penge og samtidig oplyse dig, at det
er for din egen beskyttelse.

Sperg dem hvad en lastbil siger nar den bakker ? og
leg raret pa. Alternativt spild deres tid.

Eksempel her
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6. Chat

Overalt hvor vi feerdes har chat og beskedtjenester
poppet op. De unge mennesker kommunikere pa et
utal af platforme og hertil kommer der flere og flere
nye tjenester op hverdag.

Jeg abstrahere her pa siden fra tjenesten og fokusere
pa hvad man med enkite virkemiddler kan gere for at
sikre sig uanset hvor man bevaeger sig.

Det behagves ikke at blive understreget, at man ikke
skal dele informationer pa tjenester hvor man ikke
kender modtageren, og heller ikke selvom man ken-
der modtageren. Skal noget deles er det en god ide,
det sker i den fysiske verden. Vel vidende, at noget
kan veere nemmer at dele pa en besked.

Hvis skaden er sket? Hvis uheldet er ude, sa er det vig-
tigste her, at REAGERE !

Gemmer man sig og tror problemet forsvinder, sa ta-
ger man fejl. Det vigtigste er, at man dokumentere
hvad der sket og hvordan det er sket og hvor det er
sket. S praecist som muligt.

Vent med at slette beskeder, det er vigtige beviser
hvis der skal afhjaelpes et problem. Det er uanset om
nyndighederne er involveret eller ej!

Dokumenter hvad der sket optagelser, Screenshots,
billeder eller beskeder fra de medier som er anvendt.
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Optagelser kan udferes pa en windows PC ved at ta-
ste Win + ALT + r for at optage. P4 mac CMD+SHIFT+5

Screenshots kan som regel tages med volume ned og
funktions knappen. Sket pa print scr knappen.

Billeder kan veaere taget med digital kamera eller an-
den mobil. Lavpraktisk og effektivt.

Beskederne skal man ikke slette, s har man dem
som beuvis.

Fa mor eller far, paedagog, skoleleere med andre ord
en voksen til at hjaelpe med at tage affzere!

6.1 Skal det anmeldes?

Hvis der er sket billede deling af seksuel karakter og
der er tale om billeder med mindrearige. Sa vil jeg
mene det skal anmeldes, er man i tvivl, sd anmeld og
dokumenter.

Politiet kan hjaelpe med at vurdere omfanget. De har
ogsa ressourcer til at kunne tage affaere. Pas pa med
at dele billeder og oplysninger pa de abne medier om
folk. Det kan veere fristende, men du kan ende i pro-
blemer for at dele informationerne og kraenke kraen-
keren. Ja det er vildt, men sager som dette har der
vaeret mange af. Tag hellere en snak i foreningen, sko-
len, arbejdet mv. Undlad de dbne medier, da det har
konsekvenser begge veje.

Anmeldelsen kan ske her til Politiet
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6.2 Links til yderligere professionel hjeelp

Barnsvilkar
Sikreside

Sikkerdigital
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7. Apps

Hvis du er forzeldre og skal felge med de unges vaner
hvad nye apps angar, sd er det en udfordringer er ste-
rer end de fleste. Det skifter hurtigere end vi andre
skifter sokker.

Der er mange ting man kan gere for at blive klogere
pa hvad det er for nogle apps.

Kig pa indstillingerne som regl de 3 streger eller tand-
hjulet. Se hvad du har muligheder for at indstille. Som
eks. lokation, deling af billeder og video mv. Har man
ikke mulighed for dette? sa er det maske en indikation
for at den app ikke er sa god. Kigger man i indstillin-
gerne, sa bliver man ofte overasket over hvor meget
man deler.

Google er din ven her. Fordi alle andre gar det, sa er
det ikke n@dvendigvis en god ide. Google kan forteelle
dig, om der er andre som dig, der har lavet en gen-
nemgang af appen.

Eksempelvis har fyiplayitsafe og business insider kig-
get pa tiktok. Som mange unge mennesker bruger.
Min personlige overbevisning, sa er det ikke verdens
bedste app, af mange arsager. Linket beviser meget
godt min bekymring.

Kodeord er et ngdvendigt onde og sveert at komme
uden om. Der findes mange mader at huske, oprette
og gemme koder pa.
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Er man totalt paranoid, sa er man tilbgjelig til at skulle
huske alle koder i hovedet, sd Internettet er skrevet
ned. Det er muligvis den bedste lgsning. Har man
over 50 koder, sa kan det godt vaere den strategi ikke
bliver sa let mere.
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8. Kodeord ord og Multifaktor
godkendelse (MFA)

8.1 Farste overvejelse

Det fgrste man skal gare op, hvad er det veerste der
kan ske hvis jeg ikke har et staerkt og unikt kodeord?
er det til privat eller arbejdsbrug?

- Steerkt fordi, det skal ikke veere let at knaekke

- Unikt fordi du skal kun bruge din kode 1 sted. Sa
bliver det kompromitteret, sa er det kun 1 sted du
skal genoprette koden pa og ikke 10 steder.

-> Arbejde versus ikke arbejde. Det er anbefalsesvaer-
digt at man opsplitter de 2 ting, sa hvis man er rig-
tig uheldig, s& udstiller man ikke private koder
sammen med arbejdskoder og derved minimere
skaden.

8.2 Naeste overvejelse

Det naeste man skal gare op med sig selv, er om man
skal anvende kodeordsmanager, som skal vare of-
fline eller online? eller huske koderne?

8.3 Online kodeords tjenester

For almindelige brugere sa vil en kodeordsmanager
vaere at foretraekke. Det er de, pa grund at de virk-
somheder som salger denne service, lever af at lev-

8. Kodeord ord og Multifaktor godkendelse (MFA) 135



ere sikkerhed og de holder deres tjeneste opdateret
og sikker.

Denne Igsning her naevnt er online og koster penge.
Som belgber sig til 75 - 200 kroner arligt, afhaengigt at
om det er til enkelt personer eller familie
abonnementer.

Her til skal det naevnes, at det pa det kraftigste anbe-
fales, at anvende 2 Faktor (2FA) for at hgjne beskyttel-
sen for dine koder pa sadanne tjenester. nedensta-
ende er et par eksempler pa tjenester.

Lastpass
Bitwarden

1 password

8.4 Offline kodeords manager.

Du kan gemme dine koder i et program, som kan
ligge pa et drev, USB eller andet steds. Det er en las-
ning der kan vaere rigtig god hvis du skal gemme ko-
der pa jobbet og kun veaere pa jobbet for at kunne an-
vende dem.

Programmerne er ofte gratis. Foreskellen er her, at du
skal huske at dine koder skal med pa eks. en USB,
hvis du skal pa farten. Det kraever at man husker dem
og at USB ikke ryger i vaskemaskinen og derved mi-
stes data. Nedenstaende er et par eksempler. Nogle
af prgrammerne anvender ogsa 2FA godkendelse
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Keepass

Passwordsafe

8.5 2 Faktor godkendelse

Du kender 2FA fra nemid. Du taster kodeord og bru-
gernavn og sa derefter en 2 FA kode, for at verificere
dig til hjemmesiden eller tjenesten. Det kraever at du
har et kort, app, nggle mv. for at identificere dig.
Denne anden faktor kan vaere sveer at identificere og
kopiere for kriminelle, hvilket besvaerliggere deres ar-
bejde markant for, at hacke dig og dine koder.

8.6 Multi Faktor godkendelse

MFA (Multi Factor Authentication) er fremtidens
made, og ligner lidt ovenstdende. Her anvendes flere
faktorer som godkendelse. det kan eks. vaere fingeraf-
tryk, app, negle, SMS med videre. Nedenstaende er et
par eksempler pa 2FA og MFA

buo

Yubi key
Microsoft MFA
Google MFA

Det kan vaere biometriske foranstaltninger ogsa.
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8.7 Links til officielle guides og koder.
CIS Password guide

Nist password guide
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9. Rejse sikkererhed

Nar man skal pa rejse, sa er det afslapning og hygge
med familie, kaereste eller bare sig selv. Jeg har vaeret
i Asien nogle gange og har selv oplevet hvordan net-
veerk kan vaere en befrielse at komme i nerheden af.
Da netveerk i de lande er knap sa udbygget som i
Danmark.

Her skal man netop vaere opmaerksom, da ens para-
der er saenket. Her pad siden kommer nogle konkret
og lette bud at have med pa rejsen, som gger din sik-
kerhed betragteligt.

9.1 Hvad er jeg bekymret for ?

Ret og slet, at miste mine data og blive bestjalet for
kontanter via online svindel. Denne trussel er reel og
tilstedevaerende. Nar du er pa netvaerk du ikke ken-
der, s& ved du heller ikke hvem der kigger med. Det
lyder maske som om jeg har sglvpapir hatten p3, ja
det har jeg. Sperg bankerne om hvor mange der er
svindlet op til 1, 2 og flere ar efter rejsen.

9.2 Parejsen

Nar du skal pa rejsen, sa kommer der her nogle rad
du kan tage med for en bedre og mere sikker ople-
velse. Dette er ikke en 100% liste, jeg vil dog vove at
pasta, at det kan fijerne mange hovedpiner fra din
rejse og tiden efter hjemkomst. Du ved ikke hvem der
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kigger med, og jo nedenstdende sker derude og mere
end du tror.

9.3 Netvaerk og gratis hotspots

Hvis du har rejst steder hvor daekning af netveerket
eller internettet har vaere darligt, sa er det ofte rart at
kunne have et WiFi nevaerk man kan koble p3, for at
laese mails og surfe gode oplevelser i neeromradet.

Der er en lille hage her. Ofte er de netveerk man besg-
ger abne for alle og en hver. Hvilket er her din hoved-
pine starter. De kriminelle ved godt at der kommer
udleendinge, som har adgang til flere penge end de
har, s& der er folk derude, som forseger at overvage
netverk i de omrader hvor der er fri adgang, som
f.eks. pa hoteller og cafeer.

Den nemme lgsning er at undga disse netvaerk og an-
vende din teleudbyders internet (hvor det nu matte
vaere muligt, 3.dk har internetdaekning via mobilen de
fleste steder i verden). P4 den made er du ikke pa net-
tet og det er svaerere at opsnappe trafikken mellem
din enhed og det du surfer. Med mindre du er i et
land med et regime der overvager telenettet (Laes
VPN).

9.4 VPN hvad er det ?

Skal du bruge netveaerket pa stedet, som kan veere
usikkert. Sa er der en simpel lgsning der hedder VPN
(Virtuel Private Network). Denne lgsning giver dig mul-
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igheden for at lave en sikret og krypteret forbindelse
ud fra det usikre netveerk du sidder pa. Ved at kryp-
tere den trafik der gar ind og ud fra din computer el-
ler telefon, sa kan dem som lytter med pa netvaerket
ikke se hvad der bliver sendt frem og tilbage.

Sadan en lgsning kan laves pd mange mader. Der er
tjenester som sealger VPN muligheder. Mange hjem-
meroutere har ogsd muligheden for at opsatte en
openvpn forbindelse. Bemaerk at dette vil kraeve en
statisk IP for at sikre sig at man kan logge pa systemet
hver gang. Du kan sagtens anvende en statisk
adresse, blot husk pa at du kan risikere din IP til rou-
teren kan blive sendret.

9.5 Rejserouter

Den lette lgsning pa rejsen er en lille rejserouter. Med
den lille router, forbinder du til eksisterende netvaerk
og samtidig opretter du dit eget private netveerk. Hvil-
ket betyder at du kun forbinder til din router. Route-
ren handtere saledes forbindelsen ud af huset. Det
smarte her er at den kan anvende en VPN forbin-
delse, sa alt trafik bliver sendt igennem denne VPN
forbindelse.

Ovenstaende er eksempler pa routere til formalet fra
Gli net Sadanne lgsninger koster fra 250 til 800 D.kr.
og fungere fint med op til 12-15 enheder via WiFi. for-
skellene bestar ofte i hastigheden, om der er 2,4 eller
5 gHz til radighed. Har mulighed for TOR (The Onion
Router) installeret og om der kan laves fildeling mv.
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Personligt syntes jeg det er en god investering, da
man kan saette routeren hvor det bedste signal er, der
fra kan man “repeate” signalet videre til dine enheder.

Lille Router Gl inet 150 Mellem router (pa vej
ud/stadig et godt keb) GL AR750 (slate) Starste og ny-
este GL MT 1300 (Beryl) via egen hjemmeside hvor
der kommer momes.

12Mit udvalg af rejseroutere... er maske gaet all in ;)

9.6 Backup af rejsedata / papir / pas

Backup af dine data, sa det stadig er til at fa fat i Skal
man ud i den store verden, sa kan backup af dine
data veere veerdifulde, som eks. kopi af pas, kerekort,
billetter mv.

Du kan ligge filerne pa en cloudtjeneste, som du kan
tilgd ved hjeelp af internetforbindelse. Husk at sa-
danne data er falsomme data og ber krypteres, som
f.eks. med programmer som boxcryptor.

Sa er uheldet ude, sa kan du stadig fa data fra “skyen”
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9.7 Kryptering og USB

En USB med ovenstdende data, kan ogsa vaere en nyt-
tig ting.

Igen husk kryptering, sa hvis du er uheldig at miste
din USB, sa kan disse data ikke misbruges. Du kan
kryptere med Filevault (Mac), Bitlocker (Windows) el-
ler LUKS (Linux). Der findes ogsa lasninger fra
Boxcryptor som er en nem og tilgengelig made at
opna kryptering pa.

Et billede fra et hotel i Hanoi Vietnam. Access point
fordelt pa alle etager. Simpel og ikke effektiv lasning.
@© Et par links til billige VPN tjenester.

Et tip, pa stacksocial.com har de ofte tilbud pa VPN og
livstids abonnement, dvs man betaler 3-500 kroner
for et abonnement og er en engangs betaling.
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13Billede fra et hotel i Hanoi Vietnam.... der er 5 routere til hver
etage pd en lang ledning fra loftet... Smart .. eller!! :D

HUSK!!
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Inden du kaster dig afsted i et indkgbsgalore, sa vok-
ser traeerne ikke himmelen.

Du kan risikere at opleve en hastigheds nedseettelse
da det kraever trafikken til internettet skal krypteres
og sendes ud af huset, for at du opnar en ny IP-
adresse.

Betaler du for en VPN tjeneste, sa laner du en andens
udstyr med andre ord. Hvilket betyder at i teorien sa
kan tjenesteudbyderen se hvad du laver. Ja deres
hjemmeside siger 100 anonymitet. Just saying !!!

Hvilken en er sa bedst ? Aner det ikke !! .... Der er sa
mange at det er lige meget.

De storre tjenester er Keepsolid (VPN unlimited)

9.8 Egen VPN tjeneste

Ovenstaende routere kan ogsa anvendes i hjemmet,
som en VPN server. Da de har en service der under-
stgtter Openvpn og Wireguard som begge er VPN tje-
nester og pa mange punkter de-dacto standarden for
de VPN tjenester der er derude.

Din router har maske allerede en openvpn server in-
stalleret, som kan aktiveres. Sa kan du starter tjene-
sten og danne et certifikat, som kan flyttes til en an-
den PC og eller telefon. Husk lige om du har dynamisk
eller statisk IP-adresse. Da en dynamisk IP-adresse
kan finde pa at skifte, hvilket ligger implicit i navnet.

9. Rejse sikkererhed 145



Sa vil du kunne koble pa dit hjemmenetveaerk ude fra
sikkert via en VPN. Husk, at er du i tvivl om hvad du
laver her, sa lad veere med at aktivere noget som helst
!... ogspergenven!

> Er du i tvivl om du er komporomitteret? > > Sa er du
ikke i tvivl! > > Tag dine forholdsregler. Skift koder og
betalingskort! > > Det fjerner meget hovedpine

9.9 Backup af data

Hvis du lige som jeg har en masse gode ferie billeder
og maske et par videoer fra ferien. Eller vigtige filer i
privaten eller pa jobbet, sa er en backup super vigtig.
En backup er ikke bare en kopi af ens filer. Jeg vil her
give et bud pa nogle af de overvejelser der skal til for
at du sikre dine minder og digitale ejendom.

Du skal naturligvis treffe din egen beslutning om
hvordan du bakker dine data op. Nedenstaende skal
ses som nogle tanker omkring dette emne.

9.10 Versionering af backup og filer

En simpel men vigtig funktion er versionering. Hvis
man laver en fejl og skal genskabe fra tidligere ver-
sion, sa er det her versionering kommer ind. Det kan
vaere en god ting at have gamle versioner af sit doku-
ment hvis man opdager fejlen senere i tiden.

Husk at se om en udbyder eventuelt matte have den
service. Det koster sikker lidt mere og kan veere pen-
gene veerd. Det kraever ogsa mere plads pa systemet.
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9.11 Backup rutine

En backup rutine er en vigtig del af hverdagslivet for
private og virksomheder. For os private kan det vaere
en god ide, at lave backups hver gang, at der bliver fo-
retaget en andring til en fil, hvilket betyder at man
sender filen til sin backuptjeneste. P4 den made op-
nar du taet pa realtime backup.

9.12 Deling af filer

At have en backup funktion er en ting, men nogle
gange kan det veere rat at have muligheden for at
dele store filer. Du kender sikkert at du skal sende vi-
deoen fra ferien til familien og nu bliver du begraenset
i at kunne sende kun 20 mb hvor filen fylder 1 gb.

Sa kan man hos mange tjenester oprette et delings
link og sende linket i mailen og derved dele filer der
er langt starre end det som tjenesteudbyder tillader
(som eks gmail.com og live.com). Det er en funktion
der er ret almindelig i dag hos de fleste udbydere,
men vard at have i tankerne.

9.13 Lagerplads

Ikke uvaesenlig funktion. Man betaler ofte for den
mangde af plads man bruger. Der findes nogle tjene-
ster som tilbyder ubegraenset backup. HUSK at lese
det med smat, for der kan vare begraensninger i de-
res services og nogle udbydere kan finde pa at eendre
deres services, selvom man har kebt en tjeneste.
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Har selv pa et tidspunkt anvendt en service som i dag
er lukket. Servicen hed Bitcasa og tilbed ubegranset
plads for noget der lignende 700.- D.kr. om aret hvil-
ket var billigt pa tidspunktet. De druknede i egen suc-
cess om man sa ma sige. Sa det resulterede i at
mange brugere, incl. mig selv blev utilfreds og smut-
tede fra dem. Sa huske det med smat.

9.14 Gratis vs. Betalingstjeneste

Gratis har en pris = vores data. Tjenester som drop-
box, googledrev mv. kan vare fint hvis man har filer
der skal deles eller gemmes online. ofte er man be-
graenset af mindre maengde af data der kan gemmes,
eller sende. Betaler man for tjenesten, sa er der ofte
mere plads, flere funktioner og ens data er dine data.
Tidligere har Google fotos, matte bruge dine fotos til
reklameformal uden at sparge om lov, efter som man
indgik den aftale med google imod at bruge deres tje-
neste gratis (ved i skrivende stund ikke om det er sa-
dan mere)

9.15 Online vs Offline

NAS betyder Network Attached Storage og er en slags
harddisk pa dit neveerk. Du kan se dine filer ved at
skrive IP-adressen. Sa kan du se filerne som var det
pa dine lokale computer.

Offline

- Du har filerne lokalt og er hurtigt at overfgre
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-> Du har kontrol over hvor filerne er placeret og
hvem der har adgang *

-> Du betaler kun en gang for det hardware du har
stadende

-> Dit hardware har ofte flere funktioner indbygget
(server, backup, noteblok, "lokal cloudtjeneste"
med mulighed for at redigere dokumenter)

- Systemet har ofte et raidsystem som gar at hvis di-
sken star af kan du skifte den. Hvis raid controlle-
ren star af, sa der hele systemet.

Du kan tilga tjenesten via producentens app via mo-
biltelefonen. Det kan nogle gang give lidt udfordrin-
ger, da man utilsigtet far delt filer med resten af ver-
den uden man ved det. Derfor skal man have adgang
til filerne uden for ens netvaerk, sa skal man overveje
en VPN forbindelse. S& man opretter en sikkerforbin-
delse hjem til dit netveerk, hvor dine filer er.

- Kerer 24/7/365 og koster strgm og larmer

-> Koster mange penge hvis man skal have et system
med meget plads

- Kraever en hurtig Internetforbindelse med hgj up-
load hastighed, hvis du skal sende filer ud af huset.

-> Gar udstyret ned, sa kraever det en sekundaerba-
ckup, som en online tjeneste eller offsite (NAS pa
anden lokation)

- Kraver netvaerksopsatning for deling ud pa inter-
nettet og gores det forkert, sa kan man gore sit
netvaerk usikkert.
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Ovenstaende kan kombineres med nedenstdende.
hvis du har en computer der er koblet op til NAS. Her-
fra kan man seette sin backup til at synkronisere til
tjenesten.

9.16 Online backup
Plusser

- Korer i baggrunden ved hjzelp af et
program/service hvor du veelger dine mapper og
filer du vil backe up. Ret nemt at konfigurere

-> Kan kere med versionering af filerne.

-> Du kan dele filerne med links og har en hurtig for-
bindelse til download

- Mange tjenester er "installere og glem", da de selv
klare backupdelen.

-> Du skal ikke selv rode med opdateringer og konfi-
gurering, det er sat op for dig.

Minusser

-> Koster et abonnement

- kraever en hurtig upload hastighed, da filer synkro-
niseres med tjenesten.

- Kan tage lang tid og genskabefiler, i tilfeelde af ned-
brud. (Nogle tjenester tilbyder at sende en hard-
disk via posten, som nogle gange kan vaere
hurtigere)

-> Man er ikke i kontrol over hvor data ligger. Anven-
der man amerikanske tjenester, sa er servicen ikke
sa god, som sammenlignet med tjenester inde for
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vores egene himmelstrgg. (Som hvis man skal have
logs eller support fra dem)

-> Tager lang tid at backe up, hvis man har mange fi-
ler, og det kan gdelaegge internettets hastighed i
hjemmet, mens man overfgre filer.

- ofte er der en begraensning pa hvor meget data
man kan have. (det variere ofte er det 1 - 5 TB data,
som ofte er rigeligt for de fleste)

Hvis du lige som jeg har en masse gode ferie billeder
og maske et par videoer fra ferien. Eller vigtige filer i
privaten eller pa jobbet, sa er en backup super vigtig.
En backup er ikke bare en kopi af ens filer. Jeg vil her
give et bud pa nogle af de overvejelser der skal til for
at du sikre dine minder og digitale ejendom.

Du skal naturligvis treffe din egen beslutning om
hvordan du bakker dine data op. Nedenstaende skal
ses som nogle tanker omkring dette emne.

9.17 Versionering af backup og filer

En simpel men vigtig funktion er versionering. Hvis
man laver en fejl og skal genskabe fra tidligere ver-
sion, sa er det her versionering kommer ind. Det kan
vaere en god ting at have gamle versioner af sit doku-
ment hvis man opdager fejlen senere i tiden.

Husk at se om en udbyder eventuelt matte have den
service. Det koster sikker lidt mere og kan veere pen-
gene vaerd. Det kraever ogsé mere plads pa systemet.
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9.18 Backup rutine

En backup rutine er en vigtig del af hverdagslivet for
private og virksomheder. For os private kan det vaere
en god ide, at lave backups hver gang, at der bliver fo-
retaget en aendring til en fil, hvilket betyder at man
sender filen til sin backuptjeneste. P4 den made op-
nar du taet pa realtime backup.

9.19 Deling af filer

At have en backup funktion er en ting, men nogle
gange kan det veere rat at have muligheden for at
dele store filer. Du kender sikkert at du skal sende vi-
deoen fra ferien til familien og nu bliver du begraenset
i at kunne sende kun 20 mb hvor filen fylder 1 gb.

Sa kan man hos mange tjenester oprette et delings
link og sende linket i mailen og derved dele filer der
er langt starre end det som tjenesteudbyder tillader
(som eks gmail.com og live.com). Det er en funktion
der er ret almindelig i dag hos de fleste udbydere,
men vard at have i tankerne.

9.20 Lagerplads

Ikke uveaesenlig funktion. Man betaler ofte for den
mangde af plads man bruger. Der findes nogle tjene-
ster som tilbyder ubegraenset backup.

HUSK at lsese det med smat, for der kan veaere be-
graensninger i deres services og nogle udbydere kan
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finde pd at eendre deres services, selvom man har
kebt en tjeneste.

Har selv pa et tidspunkt anvendt en service som i dag
er lukket. Servicen hed Bitcasa og tilbed ubegranset
plads for noget der lignende 700.- D.kr. om aret hvil-
ket var billigt pa tidspunktet. De druknede i egen suc-
cess om man sa ma sige. Sa det resulterede i at
mange brugere, incl. mig selv blev utilfreds og smut-
tede fra dem. Sa huske det med smat.

9.21 Gratis vs. Betalingstjeneste

Gratis har en pris = vores data. Tjenester som drop-
box, googledrev mv. kan vare fint hvis man har filer
der skal deles eller gemmes online. ofte er man be-
graenset af mindre maengde af data der kan gemmes,
eller sende.

Betaler man for tjenesten, sa er der ofte mere plads,
flere funktioner og ens data er dine data.

Tidligere har Google fotos, matte bruge dine fotos til
reklameformal uden at sparge om lov, efter som man
indgik den aftale med google imod at bruge deres tje-
neste gratis (ved i skrivende stund ikke om det er sa-
dan mere)

9.22 Online vs Offline (NAS)

Det er altid det store spargsmal. Der er fordele og
ulemper ved begge dele. jeg har nedenstdende fors
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ggt at ridse op hvad der er fordele og ulemper. Listen
er ikke uudtemmelig.

NAS betyder Network Attached Storage og er en slags
harddisk pa dit neveerk. Du kan se dine filer ved at
skrive IP-adressen. Sa kan du se filerne som var det
pa dine lokale computer.

Offline

-> Du har filerne lokalt og er hurtigt at overfere

-> Du har kontrol over hvor filerne er placeret og
hvem der har adgang *

-> Du betaler kun en gang for det hardware du har
staende

-> Dit hardware har ofte flere funktioner indbygget
(server, backup, noteblok, “lokal cloudtjeneste”
med mulighed for at redigere dokumenter)

- Systemet har ofte er “raid” system som g@r at hvis
disken star af kan du skifte den. Hvis raidkontrollern
star af, sa der hele systemet. - Du kan tilga tjenesten
via producentens app via mobiltelefonen. Det kan
nogle gang give lidt udfordringer, da man utilsigtet far
delt filer med resten af verden uden man ved det.
Derfor skal man have adgang til filerne uden for ens
netvaerk, sa skal man overveje en VPN forbindelse. Sa
man opretter en sikkerforbindelse hjem til dit net-
vaerk, hvor dine filer er. - Kegrer 24/7/365 og koster
strem og larmer - Koster mange penge hvis man skal
have et system med meget plads - Kraever en hurtig
Internetforbindelse med hgj upload hastighed, hvis
du skal sende filer ud af huset. - Gar udstyret ned, sa
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kreever det en sekundarbackup, som en online tjene-
ste eller offsite (NAS pa anden lokation) - Kraever net-
vaerksopsatning for deling ud pa internettet og gares
det forkert, sa kan man gare sit netvaerk usikkert.

Ovenstaende kan kombineres med nedenstdende.
hvis du har en computer der er koblet op til NAS. Her-
fra kan man seette sin backup til at synkronisere til
tjenesten.

Online

- Korer i baggrunden ved hjzelp af et
program/service hvor du veelger dine mapper og
filer du vil backe up. Ret nemt at konfigurere

- Kan kere med versionering af filerne.

-> Du kan dele filerne med links og har en hurtig for-
bindelse til download

- Mange tjenester er “installere og glem”, da de selv
klare backupdelen.

-> Du skal ikke selv rode med opdateringer og konfi-
gurering, det er sat op for dig.

- Koster et abonnement - kraever en hurtig upload
hastighed, da filer synkroniseres med tjenesten. - Kan
tage lang tid og genskabefiler, i tilfeelde af nedbrud.
(Nogle tjenester tilbyder at sende en harddisk via po-
sten, som nogle gange kan veere hurtigere) - Man er
ikke i kontrol over hvor data ligger. Anvender man
amerikanske tjenester, sa er servicen ikke sa god,
som sammenlignet med tjenester inde for vores
egene himmelstrgg. (Som hvis man skal have logs el-
ler support fra dem) - Tager lang tid at backe up, hvis
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man har mange filer, og det kan @delagge internet-
tets hastighed i hjemmet, mens man overfgre filer. -
ofte er der en begraensning pa hvor meget data man
kan have. (det variere ofte er det 1 - 5 TB data, som
ofte er rigeligt for de fleste)

9.23 Genskabelse (hastighed og
tilgeengelighed)

Skal du genskabe dine data, som jo sagtens kan se. Sa
er det en god ide, at se hvordan ens tjenesteudbyder
gor dette. Det kan ofte tage lang til at downloade fi-

lerne igen. Som beskrevet ovenstdende, sa er det ma-
ske en fordel, at du kan fa tilsendt en harddisk.

9.24 Placering af data

Ikke uvaesentlig for hvordan dine data bliver opbeva-
ret. Jeg vil til hver en tid anvende en tjeneste hvor jeg
ved at mine data er inde for Skandinavien. Da jeg un-
derviser pa KEA, sd kan jeg sagtens anvende Google
som tjenesteudbyder, for at opna brugervenlighed og
tilgeengelighed. De data jeg gemmer her, er heller ikke
personlige eller kritiske. Mine personlige data som bil-
leder og filer vil jeg ikke gemme pa sadanne tjenester,
af den grund, jeg ikke ved hvem der reelt har adgang
til data.
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9.25 Kryptering af data

Har man data man vil passe sarligt godt pa. Sa kan
man anvende service som kryptere ens filer med god
kryptering (AES 256). Pa den made sikre du dig imod
at andre kigger med.

Boxcryptor er en tjeneste man installere pa de syste-
mer hvor man vil sikre data. Nar det er installeret, sa
kryptere boxcryptor alle ens data inden data forlader
ens computer. Sa har du stadig kontrol over data og
ikke andre kan kigge med.

9.26 Bittorrent sync

Dette her er lidt kontroversielt, da man deler data via
bittorrent. Bittorrent er en fildelings metode hvor
man deler filen en til en, eller en til mange. Jo flere
der har en fil, jo flere mere hastighed vl man kunne
dele med. Da man splitter netvaerks belastningen ud.
Kraever der er flere systemer (computere) som er on-
line og teendt samtidig for at man kan opna den gn-
skede effekt.

Nedenstdende illustration viser tanken bag.
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Bittorrent Sync (Resilio.com)

Er en af de tjenester der kan tilbyde softwaret, som
du selv skal installere. Nogle vil mene at softwaren
ikke er sikkert nok!

9.27 Litteratur

Litteratur SIR og Governance pa KEA Nedenstaende er
den litteratur som bliver anvendt i faget. Der tages
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https://www.resilio.com/

forbehold for fejl og a&ndringer.

9.27.1 Download this webpage as E-book

| have compiled the webpage into a E-book, so you
can use it at your disposal.

dfir knowledge stop bad things (PDF,_14.45 MB)

9.27.2 Security Incident Response - SIR

In my education i use the book "Incident Response &
Computer Forensics, Third Edition"
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https://www.defencia.dk/media/files/dfir-knowledge-stop-bad-things.pdf

Third Edition

Matthew Pepe, Jason Lutigens,
Ryan Kazanciyan, Kevin Mandia E'

Paperback : 642 pages ISBN-13 : 9780071798686

Image borrowed from Amazon This book goes hand
in hand with the way | am trained in the field. | think it
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has many good elements, which are worth their
weight in gold in SIR/DFIR.

9.27.3 Governance
| faget Governance anvendes 2 bager

De giver en god introduktion til selve faget og er skre-
vet af 2 herrer inde for feltet. Som har haft med dette
emne/r at ggre i mange ar.

IT-governance og GDPR
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7TH EDITION

An International Guide to

Data Security and
1S027001/1S027002

ALAN CALDER
STEVE WATKINS
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Billede lant fra amazon

9.27.4 Linux

Hvis du ikke har arbejdet i Linux, sa kan det veere en
fordel, at du investere i en bog som kan guide dig. Bli-
ver anvendt i andre fag ogsa.

9. Rejse sikkererhed 164



LINUX BASICS
FOR HACKERS

llllllllllllllllll NETWORKING.
SCRIPTING, AND SECUVRITV IN KAL)l

Kan kebes her pa Amazon
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https://www.amazon.co.uk/Hackers-Getting-Networking-Scripting-Security/dp/1593278551/ref=sr_1_3?dchild=1&keywords=Linux+Basics+for+Hackers%3A&qid=1607341402&sr=8-3

9.27.5 Nice 2 haves

Her er et par eksempler pa andre gode beger som gi-
ver et godt indblik i ovenstaende. Det er ikke pakrae-
vet, det er blot nogle af de bgger jeg laener mig op af
ogsa.

Malware analysis

Practical Malware Analysis

Computer forensics

Incident respons (2014)

En anbefalses vaerdig bog, som er en investering veer-
dig! must have, hvis du kigger i retning af DFIR

Applied Incident Response

Practical Cyber Forensics

9.27.6 Opslags bager

Nedenstdende beger er gode opslagsvaerker, som kan
veere rare at have.

Billeder lant fra Amazon.co.uk
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https://www.amazon.co.uk/Learning-Malware-Analysis-techniques-investigate/dp/1788392507/ref=sr_1_5?crid=2PK9U3APUL9EP&dchild=1&keywords=malware+analysis&qid=1604742075&sprefix=malware+anal%2Caps%2C166&sr=8-5
https://www.amazon.co.uk/Practical-Malware-Analysis-Hands-Dissecting/dp/1593272901/ref=sr_1_1?crid=13AVXW39JGC58&dchild=1&keywords=practical+malware+analysis&qid=1607341649&sprefix=practical+malwa%2Caps%2C190&sr=8-1
https://www.amazon.co.uk/Learn-Computer-Forensics-beginners-searching/dp/1838648178/ref=pd_sbs_14_1/262-7300198-6272640?_encoding=UTF8&pd_rd_i=1838648178&pd_rd_r=8c1d02ee-7647-43d9-b71a-9ee4a0799833&pd_rd_w=mL8dh&pd_rd_wg=BicAR&pf_rd_p=2304238d-df78-4b25-a9a0-b27dc7bd722e&pf_rd_r=Q408NV565RGF8NW6YVM6&psc=1&refRID=Q408NV565RGF8NW6YVM6
https://www.amazon.co.uk/Incident-Response-Computer-Forensics-Third/dp/0071798684/ref=pd_sbs_14_7?_encoding=UTF8&pd_rd_i=0071798684&pd_rd_r=8c1d02ee-7647-43d9-b71a-9ee4a0799833&pd_rd_w=mL8dh&pd_rd_wg=BicAR&pf_rd_p=2304238d-df78-4b25-a9a0-b27dc7bd722e&pf_rd_r=Q408NV565RGF8NW6YVM6&psc=1&refRID=Q408NV565RGF8NW6YVM6
https://www.amazon.co.uk/Applied-Incident-Response-Steve-Anson/dp/1119560268/ref=sr_1_1?crid=MXSEW75D586U&dchild=1&keywords=applied+incident+response&qid=1604742202&sprefix=applied+incide%2Caps%2C167&sr=8-1
https://www.amazon.co.uk/Practical-Cyber-Forensics-Incident-Based-Investigations/dp/1484244591/ref=sr_1_1?dchild=1&keywords=Practical+Cyber+Forensics%3A+An+Incident-Based+Approach+to+Forensic+Investigations&qid=1606849166&sr=8-1

l

Billeder lant fra Amazon.co.uk

Blue Team Field Manual (Godt opslagsveerk, som ta-
ger udgangspunkt i det OS der er til radighed, uden
man skal installere ekstra software)

OPERATOR HANDBOOK
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Blue Team Field Manual (Godt opslagsveerk, som ta-
ger udgangspunkt i det OS der er til radighed, uden
man skal installere ekstra software)

Red Team Field Manual (samme her, et godt opslags-
vaerk, som tager udgangspunkt i det OS der er til ra-
dighed, uden man skal installere ekstra software)

Purple Team Field Manual (Ved ikke helt hvad denne
er endnu, Det er en ny bog og den er bestilt @) )

Operators Handbook (Godt opslagsvaerk, men lidt
uoverskueligt sammenlignet med ovenstdende)

9.28 Backup

Her kommer min personlige holdninger om backup.
lengere nede kan du se laese om kryptering.

Nogen gange er det bedre med en video. Christopher
Barnat der har kanalen pa Youtube "Explaining Com-
puters". Har lavet en udemaerket video om emnet og
det gode ved den video er, at tankegangen passer pa
rigtigt mange mennesker og mindre virksomheder
(faktiske ogsa de store).

Der er tale om nogle fa grundprincipper. Her far du
en intro til 3-2-1 princippet.
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https://www.amazon.co.uk/Blue-Team-Field-Manual-BTFM/dp/154101636X/ref=sr_1_1?crid=1QYESH612DKCD&dchild=1&keywords=blue+team+field+manual&qid=1608800588&sprefix=blue+team%2Caps%2C183&sr=8-1
https://www.amazon.co.uk/Rtfm-Red-Team-Field-Manual/dp/1494295504/ref=sr_1_4?crid=1QYESH612DKCD&dchild=1&keywords=blue+team+field+manual&qid=1608800588&sprefix=blue+team%2Caps%2C183&sr=8-4
https://www.amazon.co.uk/PTFM-Purple-Team-Field-Manual/dp/B08LJV1QCD/ref=sr_1_2?crid=1QYESH612DKCD&dchild=1&keywords=blue+team+field+manual&qid=1608800588&sprefix=blue+team%2Caps%2C183&sr=8-2
https://www.amazon.co.uk/Operator-Handbook-Team-OSINT-Reference/dp/B085RR67H5/ref=sr_1_3?crid=1QYESH612DKCD&dchild=1&keywords=blue+team+field+manual&qid=1608800588&sprefix=blue+team%2Caps%2C183&sr=8-3

ExplainingComputers.com
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9.29 Mine anbefalinger

9.29.1 Jottacloud

Jottacloud er et rigtigt godt bud pa en god cloud lgs-
ning der ligger fysisk i skandinavien, nemlig Norge.
Det fungere ved at du kan installere en app der sikre
at alle filer bliver backuppet live, sa du ikke skal teenke
pa yderligere. Du har adgang via appen eller
websiden.

Prisen er i skrivende stund 690.- D.Kr. om dret for
ubegreenset backup (for 1 bruger). Der finde familie
abonnementer, som gar fra 1 til 10 terabytes. Hvilket
koster 50 til 370 D.Kr. per maned. Det kan naturligvis
virke dyrt, men taget i betragning at der er rigeligt
med plads for sterstedelen af brugeren for 1 tera-
byte. Sa er min personlige holdning, at det er billigt.

9. Rejse sikkererhed 169


https://www.jottacloud.com/en/home/

Sikkerheden kan altid diskuteres "er jeg sa sikker". |
forhold til backup og genskabelse, ja sa er servicen ret
stabil og der er version styring, s& man kan rulle til-
bage til tidligere versioner, hvilket kan komme til brug
ved fx ransomware.

Kan jottacloud se med i mine filer? Teoretisk set ja.
Det er sveert at pavise de ikke kan, da filerne bliver
krypteret i transit (nar de sendes) og ogsa nar de lig-
ger pa serveren (hvilket kun er over for 3 part). Jotta-
cloud besidder krypteringsngglerne og kan per defini-
tion kigge med i dine gemmer.

Om de gor det eller ej, ved jeg ikke. Det kan dog und-
gaes forholdsvis let og enkelt. Laes lidt leengere nede
pa siden. Det beskriver jeg boxcryptor, som er en tje-
neste der tilbyder kryptering af filer til netop cloud tje-
nester, uanset hvor de ligger.

9.29.2 Pcloud

Pcloud er en rigtig god leverandgr af cloud tjeneste og
lager. Det er lidt ala Jottacloud, men ligger i Schweiz
og er ogsa det de kalder en sikker cloud.

Pcloud har som jottacloud en app der kan backup, el-
ler sende filer til cloudtjenesten. Programmet opret-
ter et virtuelt drev pa ens computer, som var det en
ekstra harddisk. Hvilket er smart, for sa kan du tilga
alle dine filer direkte fra cloudtjenesten.

Grunden til jeg naevner Pcloud er at de gar skridtet vi-
dere i forhold til deling og sikkerhed.
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Kryptering, tilbydes ved et tilkgb. Det giver adgang til
en krypteret mappe, som du kender ngglen til. Det
gor at dine filer kan ligge pa deres cloudtjeneste, hvor
Pcloud ikke kan kigge med. Det er lidt et modsvar til
boxcryptor, bare bygget ind i deres tjeneste og fun-
gere ret godt.

| forhold til deling, sa kan du dele et link med andre
og satte kode, udlgbsdato pa, hvilket ikke er muligt i
jottacloud, som det er i dag. Du kan oprette en
mappe og modtage filer i denne fra andre. Det kree-
ves desvaerrer at dem der skal sende filer til dig, skal
have en konto hos Pcloud. Det kan man dog fa gratis,
men alligevel en bgvlet made, i forhold til fx Onedrive
som kan modtage filer i en mappe uden man skal op-
rette koder eller lignende.

9.29.3 Boxcryptor

Boxcryptor er en billig og nem lgsning pa kryptering.
Tjenesten opretter et virtuelt drev pa din PC eller Mac
(og linux ved en portable installation). De filer der lig-
ger dernede, bliver krypteret med AES256 kryptering
(sikreste kryptering for forbrugere).

Nar du arbejder med filerne hernede i mappen, sa bli-
ver de krypteret Igbende. Det bevirker, at hvis du syn-
kronisere dine filer med en cloud tjeneste, sa er der
ikke nogen af de tjenester der har adgang eller kend-
skab til dine krypterings nggler. Det ggr at du kan
veelge den udbyder du syntes, uden at skulle speku-
lere pa om andre kigger med.
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https://www.boxcryptor.com/en/

9.29.4 Kryptering

Skal man benytte kryptering? svaret er afhaengigt af
hvad du skal gemme? Er der tale om fglsomme data,
sa vil jeg anbefale kryptering. Hvordan du skal kryp-
tere, er helt op til dig.

Veracrypt er en gratis lgsning derude, som ogsa op-
retter et virtuelt drev eller fuld disk kryptering pa din
PC eller Mac. Tag et kig pa det som alternativ til
boxcryptor.

Du kan finde videoer for begge lgsninger pa youtube,
af den grund vil jeg ikke skrive sa meget om det her.

9.30 Linux

9.30.1 Intro til Linux

Har du ikke arbejdet med Linux fer. Sa ved jeg godt at
det kreever lidt ekstra arbejde for at lige komme i
gang med det. Det godet er, at der er masser at hjeelp
pa nettet og mange af tingene er ikke sa sveere som
det kan se ud.

Farst og fremmest sa er Linux gratis og open source.
Det er anderledes i forhold til Windows, pa udseende,
funktion og system krav mv. Sa selv om mange af tin-
gene ligner, sa er der en stor forskel. Linux kraever
ikke s& mange ressourcer, som Windows. Hvilket be-
virker, at du kan puste livi en gammel PC. Du har sik-
kert hert den saetning far? ... men det passer faktisk.
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https://www.veracrypt.fr/code/VeraCrypt/

Det kommer ogsa til udtryk i klassen, nar vi skal rode
med Terminalen (Se laengere nede).

Der findes mange forskellige versioner af Linux, af ud-
seende, installeret software. Som i Linux kaldes pak-
ker. Maden man styre de pakker pa er forskellig fra
version til version af Linux. Hertil kan naevnes at der
findes RPM (Redhat Package Manager) og DPKG (De-
bian Package). | overordnede traek er det maden sy-
stemerne styre deres software pakker.

| klassen arbejder vi med Debian baserede Linux (ek-
sempelvis Ubuntu, Linux mint, Debian, Remnux mf. ).

9.30.2 Terminalen

Terminalen er der hvor jeg syntes Linux har sin magt.
For mange ogsa en lille tur op af bakke. Da det er
mange nye kommandoer, flag og mader at arbejde
med en usexet tekstboks pa, da du som laeser det her,
sikkert er vant til Windows eller Mac (som ogsa har en
terminal).

Nedenstdende er et eksempel pa hvordan en termi-
nal ser ud. Ogsa kaldt Command Line Interface (CLI)

lablo@linuxserver$ Sudo apt-get update

9.30.3 Video
[Intro til linux]
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https://www.youtube.com/watch?v=wjcWtkw4lR8

9.31 Om mig

9.31.1 Hvad er Defencia?
Det er en sammensatning af Defence og CIA (Confi-
dentiality - Integrity - Avalibility)

Nedenstdende er taget fra mit andet site og forklarer
lidt om mig.

9.31.2 Hvad er skrivebeskyttet?

Skrivebeskyttelse er den skriveblokering, man seatter
mellem en harddisk og en computer, ndr man sikre
data. Derved andres der ikke pd harddiskens
tidsstemplinger.

9.31.3 Hvorfor det skrivebeskyttet?
Syntes det indikere pa en sjov made emnet.

9.31.4 Hvorfor denne side ?
Jeg ville gerne have en side hvor jeg kan dele mine op-
gaver, viden og undervisnings materiale pa KEA.

Denne her side er baseret pa egen viden og erfaring.
Jeg seger inspiration af de bedste inde for branchen,
og respektere hvad andre kan og ved.

For mig er det sjovt at undervise og det er det jeg bru-
ger min fritid pa. Jeg syntes pa mange mader viden og
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leering skal deles, det er maden vi kan bedst fore-
bygge og beskytte os imod angreb.

Hvis jeg kan inspirere en eller bare 2 til at undga eller
handtere et angreb i virksomheden eller privaten.

Sa er det mission accomplished!
9.31.5 Hvem er bag?

En almindelig dansker med interesse for Information
og IT-sikkerhed og lysten til at dele den viden. ;)
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9.32 Intelligence

Hvordan holder man trit med nyhedsstremmen og
nye upcoming trusler? Her kommer mit eksempel pa
hvordan man kan klare den opgave. Der er taget udg-
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angs punkt i Inoreader og dens funktionalitet. Der fin-
des andre derude som Feedly, blurnews fm. Du skal
naturligvis vaelge den du syntes bedst om.

Hvad er en nyheds RSS laeser? Det er faktisk en tekno-
logi som har varet benyttet en del ar og en af
medstifterne af formatet er Aaron Swartz

RSS betyder Really Simple Syndication som oversat er
en opdaterings strem. Formalet er du kan "tilmelde"
din en hjemmesides nyheds strem og holde gje med
nyheder, hver gang der publiseres noget nyt materi-
ale eller historier. Det er jo smart, s kan du nemlig
holde gje med mange hjemmesider pa en gang. Det
kraever dog at du har en RSS laeser.

Jeg startede med den gamle gratis Google reader,
som de slukkede for i 2011, hvilket var aergerligt. Den
var gratis og fungerede rigtigt godt. Sidenhen har jeg
skiftet til Inoreader, som har en gratis version og en
pro version. Jeg har taget udgangspunkt i pro versio-
nen her, da den giver lidt flere features som er pen-
gene veerd efter min mening.

Prisen er ca 600.- kroner om aret for pro servicen Se
priserne her
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10. Medlemsomrade

for at se mere skal du vare logget ind. For at fa ad-
gang skal du veere deltager pa KEA

10.1 Opgaver

Er kommer links til nogle af mine opgaver. Det vil
ogsa blive delt pa fronter. HUSK fronter er den for-
melle kommunikations kilde fra skolen

10.2 Opgave 1 Download Frenzy

En god ide, er at oprette en e-mail som du kan be-
nytte til registreringer, hvis du ikke vil modtage rek-
lame fra virksomhederne efterfglgende. Har men en
registrerings e-mail for virksomheden som alle kolle-
gaerne kan logge pa, sa minimere i ogsa at skulle
modtage e-mails eller blive ringet op af alle mulige
seelgere.

10.2.1 Forensics Software:

- FTK_Imager (gratis og kraever registrering) =
https://accessdata.com/products-services/forensic-
toolkit-ftk/ftkimager

-> Autopsy (gratis) = https://www.autopsy.com/

- Autopsy Hashsaet =
http://sourceforge.net/projects/autopsy/files/NSRL/

- Autopsy plugins =
https://github.com/markmckinnon/Autopsy-
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Plugins

-> Caine linux (gratis) = https://www.caine-live.net/

-> Rufus (gratis) = https://rufus.ie/

- Dumpit (gratis) =
https://github.com/thimbleweed/All-In-
USB/tree/master/utilities/Dumplt

- magnet axiom ram capture (gratis og kraever regi-
strering) =
https://www.magnetforensics.com/resources/magnet-
ram-capture/

- Kape =
https://www.kroll.com/en/insights/publications/cyber/kroll-
artifact-parser-extractor-kape

- CyLR = https://github.com/orlikoski/CyLR

- Cyber chef = https://github.com/gchg/CyberChef

- Security Onion =
https://securityonionsolutions.com/ (PCAP analyse)

- Wireshark =
https://www.wireshark.org/download.html

-> Bruteshark =
https://github.com/odedshimon/BruteShark

10.2.2 Virtualiserings Software

Virtualbox (gratis) = https://www.virtualbox.org/ Eller
VM ware (betalt) = https://www.vmware.com/dk.html

10.2.3 Diverse

7zip = https://www.7-zip.org/ (Evt som portable app
google portable apps) Hashtools
https://www.binaryfortress.com/HashTools/
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10.2.4 Images til virtuelle maskiner

Windows 7 og 10 (gratis / 90 dages prave licens for
VMware og Virtualbox) =
https://developer.microsoft.com/en-us/microsoft-
edge/tools/vms/ Remnux Linux (gratis)
https://remnux.org/

10.2.5 Log analyse

Splunk  (gratis og krever registrering)
https://www.splunk.com/ Netmon freemium (gratis
og kraever registrering) =
https://logrhythm.com/products/logrhythm-netmon-
freemium/ SOF-ELK = http://for572.com/sof-elk-vm

10.2.6 Backup Image software (lkke noget krav,
nice to have)

Hvis noget skulle ga galt, er det en god ide, at have le-
bende backups af dine data. Det vil ggre en reetable-
ring lettere

Der er flere muligheder. Jeg anvende terabyte for win-
dows, som koster lidt, men er det hele veerd. Link =
https://www.terabyteunlimited.com/image-for-
windows.htm

10.3 Opgave 2 Install Fest

Nar Remnux linux og Win 10 Image er downloadet, sa
skal du have indlaest det i dit favorit virtualiserings
vaerktoj

10. Medlemsomrade 181


https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
https://remnux.org/
https://www.splunk.com/
https://logrhythm.com/products/logrhythm-netmon-freemium/
http://for572.com/sof-elk-vm
https://www.terabyteunlimited.com/image-for-windows.htm

Installere/importere i Virtualiserings vaerktejet

Importer Virtualbox
https://docs.oracle.com/cd/E26217 01/E26796/html/qg

s-import-vm.html

Importer til VMware Open file og peg pa filen og vaelg
import. Derefter kan filen slettes.

Dokumentere dine installationer / og fund Det er altid
en god ide, at lave et lille skriv pa hvor hentede du
hvad. Det letter dit arbejde nar du skal seette andre
ind i hvad du har haft arbejdet med, ogsa som almin-
delig dokumentation af opsaetning mv.

Allerede nu skal du hente SIR tjeklisen og
SIR_addendum fra fronter. Naeste gang far du brug
for den Tjeklisten er ikke 100% fuldstaendig, du skal
have noget ekstra papir ved handen, sa du kan doku-
menter dine fint Klarger dit miljg

10.3.1 Opdater Remnux
(Husk det er engelsk keyboard)

10.3.2 Installer FlareVm

Aben op for overfersel Vmware Settings - shared fol-
der, enable, veelg folder du vil dele og gem | geeste
miljget veelg stifinder og naviger til /MNT/Downloads
og derfra kopier filerne til din anskede mappe
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10.3.3 Virtualbox

enable drag and drop Installere Programmer Pa din
Host, installere FTK, Autopsy, Hashtools mv. af det du
har downloadet. Opret en mappe med de tools som
du skal bruge senere (eks. dumpit, 7zip mv)

10.4 Faserne - udvidet

Faserne er de perioder man som virksomhed skal
igennem for at handtere et angreb. Her far du omrid-
set af faserne baseret pa min egen erfaring (og leere-
bogens). Du kan fa adgang til et mere detaljeret om-
rade hvis du er med i klassen

10.4.1 Forberedelse (Preperation)

Fredstid hvor man forbereder alle de aktiviteter og
vaerktgjer (bade software og hardware) inden noget
nar galt. her vil man ogsa have styr pa alle de doku-
menter der skal benyttes under et angreb. Det er de
planer, processer og procedure der kommer ud af et
Incident.

Her snakker vi om sammenkadningen til
governance,|T-sikkerhedspolitik,  IT-beredskabsplan,
IT-nedbrudsplaner og IT-angrebshandtering

10.4.2 Identifikation og analyse fase
(Identification)

Denne fase er nar noget gar galt. Der eskaleres til
hvilken type incident, om det er sikkerheds relateret
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eller almindelige nedbrud.

Nar planen aktiveres, sa er det baseret pa en vurde-
ring, af at det er sikkerheds relateret.

Der skal startes op med indsamling af data og identifi-
kation af hvad der er sket og hvordan det er kommet
ind. Der skal analyseres pa hvordan de skadelige filer
opfere sig. Hvad de laver af nye skadelige handlinger
og hvilke domaner IP-adresser de kontakter.

10.4.3 Lockdown (Containment)

Nar vi er blevet klogere pa hvordan vi er ramt og hvad
der er sket. Sa kan vi begynde at kigge pa hvordan vi
udenytter vores viden til at blokkere for angrebet. Det
kraever naturligvis at Vi har nogle
reskaber/teknologier til at assistere os med
nedlukningen.

Et par eksempler.

Kender vi domaener og IP-adresser, sa kan de blokke-
res i fx DNS, Firewall, Proxy mv. Kender vi filer der bli-
ver oprettet, s kan de blokkeres i antimalware lgs-
ningen pa end points, servere, IPS mv. Kender vi filer-
nes HASH, sa kan de detekteres ved en scanning. Ken-
der vi karakteristika, sa kan vi oprette YARA regler,
som giver en alarm nar vi ser menstre. (kun alarme-
ring) Kender vi spredningen, sa kan vi fx lukke for
delte drev

Det er nogle af de eksempler pa detektion og bloke-
ring. Det kan varierer fra haendelse til haendelse.
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10.4.4 Recovery (Rollback / Restore)

Nar vi har stoppet angrebet, sa er det vigtigt for os, at
vi kan finde ud af hvornar "dag nul" var. Det vil sige
den skille dato, hvor vi kan identificere hvornar haen-
delsen fandt sted og vi kan genskabe fra fgr denne
dato/tidspunkt

10.4.5 Monitor fase

Har man et angreb der har vaeret mere omfattende,
sa kan man implementer en monitorfase.

Det kan vere et par dage op til uger og maneder,
hvor man intensivere sin overvagning. Sker der noget,
sd kan man trykke pa "den store rgde knap" og lase
sit miljg ned igen, s man haemmer en eventuel re-
inficering.

10.4.6 Back to normal (Post incident / Lessons
Learned)

Her pabegynder vi normal drift og afslutter selve for-
labet /faserne.

Vi samles til et mgde hvor man vender hvad der gik
godt eller skidt. Far renset luften hvis det blev lidt
hektisk. Der bliver samlet op pa hvad vi leerte og der-
fra bliver der udarbejdet en rapport som opsummere
pa hvad vi leerte og hvordan det bliver indfert i de pla-
ner vi har.

Sa vi har en opdateret "Business Continual Plan " som
giver virksomheden "Continual Service Improvement"
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10.5 Medie filer

Indhold kommer nar undervisningen kommer igang.
Links kommer ogsa pa Fronter.

10.6 Forensic eksempel
Content

10.7 Windows CMD

Lige et par windows kommandoer. Nogle af dem er
gode i tilfeelde af, man skal kigge efter hvad der sket
pa sit udstyr.

* k%

Run commands

- Calc - Calculator

-> Cfgwiz32 - ISDN Configuration Wizard

-> Charmap - Character Map

- Chkdisk - Repair damaged files

- Cleanmgr - Cleans up hard drives

- Clipbrd - Windows Clipboard viewer

- Cmd - Opens a new Command Window (cmd.exe)
-> Control - Displays Control Panel

- Dcomcnfg - DCOM user security

- Debug - Assembly language programming tool

- Defrag - Defragmentation tool

- Drwatson - Records programs crash & snapshots
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-> Dxdiag - DirectX Diagnostic Utility

-> Explorer - Windows Explorer

-> Fontview - Graphical font viewer

- Ftp - ftp.exe program

- Hostname - Returns Computer's name

- Ipconfig - Displays IP configuration for all network
adapters

- Jview - Microsoft Command-line Loader for Java
classes

- MMC - Microsoft Management Console

- Msconfig - Configuration to edit startup files

- Msinfo32 - Microsoft System Information Utility

- Nbtstat - Displays stats and current connections
using NetBios over TCP/IP

-> Netstat - Displays all active network connections

-> Nslookup- Returns your local DNS server

- Ping - Sends data to a specified host/IP

- Regedit - egistry Editor (remote = aben regedit og
veelg filer og tag "connect Network Registry"

—> Regsvr32 - egister/de-register DLL/OCX/ActiveX

-> Regwiz - Reistration wizard

- Sfc /scannow - Sytem File Checker

-> Sndrec32 - Sound Recorder

- Sndvol32 - Volume control for soundcard

- Sysedit - Edit system startup files (config.sys,
autoexec.bat, win.ini, etc.)

-> Taskmgr - Task manager

- Telnet - Telnet program

- Tracert - Traces and displays all paths required to
reach an internet host

-> Winipcfg - Displays IP configuration

—> access.cpl - Accessibility Options
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- hdwwiz.cpl - Add New Hardware Wizard
- appwiz.cpl - dd/Remove Programs

- timedate.cpl - Date and Time Properties
-> desk.cpl - Display Properties

- inetcpl.cpl - Internet Properties

- joy.cpl - Joystick Properties

- main.cpl keboard - Keyboard Properties
- main.cpl - Mouse Properties

- ncpa.cpl - Network Connections

- ncpl.cpl - Network Properties

- telephon.cpl - Phone and Modem options
- powercfg.cpl - Power Management

- intl.cpl - Regional settings

- mmesys.cpl sounds - Sound Properties

- mmsys.cpl - Sounds and Audio Device Properties
- sysdm.cpl - System Properties

- nusrmgr.cpl - User settings

- firewall.cpl - Firewall Settings (sp2)

-> wscui.cpl - Security Center (sp2)
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